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to data protection, but the 
issue of health data processing emerged, prompted by 
the coronavirus pandemic. The lawyers of the Inspec-
torate have picked out the most important issues of 
the coronavirus pandemic to include in the yearbook. 
The coronavirus pandemic also gave impetus to a 
number of legislative changes, on which the Inspecto-
rate was asked for its opinion. In some cases, there was 
haste and thoughtlessness, but we need to understand 
the difficult situation we were all in at the time.

In addition, one of the most interesting topics is the 
interim review of the supervision of economic informa-
tion portals, which has been going on for several years. 
From the point of view of the Inspectorate, this is defi-
nitely a remarkable issue, because it combines the 
freedom of speech of the society and the human right 
to privacy. However, the interim review is only one stop 
in the whole process, and work will continue in this 
direction so that the collection and disclosure of 
human data could be transparent and compliant.

In this yearbook, the Inspectorate deals with one hithe-
rto relatively unknown right, which is to the right to 
object. It can be assumed that data protection will only 
become strong in society if people are aware of their 
rights. What are the feelings of the Estonian public sec-
tor feel towards protecting the privacy of people and 
making information available? Not too confident. How-
ever, the overall picture gets a little better every year. 
Last year, the Inspectorate monitored the websites and 
document registers of local governments, the results of 
which can be read in more detail on the website of the 
Inspectorate, but general observations on the issues of 
the entire public sector can also be found in the 
yearbook.

One of the major issues of last year was whether 
and when people have the right to access the inter-
nal documentation of an agency. The issue was ra-
ised due to the growing public interest in environ-
mental issues and the intervention of the Inspecto-
rate ended with the issuance of the minutes of a 
packaging committee of an agency to the person 
making the request for information. It also became  
clear from what point in time is the information not 

KEYWORDS OF THE 
YEAR

The year 2020     did not bring major changes at the planning stage anymore and has instead 
become a finished document, regardless of the data 
medium on which it is stored. In the digital age, when 
information is no longer limited to paper, it was 
necessary to create legal clarity for the right to public 
information on any other data medium, including 
information systems.

2020 was also very fruitful in terms of legislative 
drafting. The section ‘Legislative drafting develop-
ments’ covers the drafts for which the opinion of the 
Inspectorate was considered important and those 
which deserve attention in the opinion of the Inspec-
torate. As many of the drafts concern issues related 
to databases, we have also reviewed the database 
approval procedure in the administration system for 
the state information system. Regarding the draft 
laws and statutes concerning various databases, the 
desire of the state to collect more and more data 
stood out. The whole world is becoming more and 
more data-based – it is said that smart decisions 
should rely on data. Therefore, this desire of the state 
is not surprising, nor should it be seen as a warning. 
However, it is the duty of the Inspectorate to 
constantly give the reminder that in the heat of the 
moment, one has to ask how much data should they 
be collecting, for what purpose, and for how long. 
Data processors had to be reminded of these 
questions quite often last year.

Although the court proceedings were more modest in 
2020 in terms of their effective decisions, new know-
ledge emerged or old knowledge was confirmed. 
However, a number of important issues for the Ins-
pectorate are still pending so we have to wait to ob-
tain the views of our courts. Although court procee-
dings are often not a pleasant or quick way for the 
parties to reach solutions, they are sometimes an 
indispensable part of life to gain confidence in 
certain important issues. Therefore, the Inspectorate 
is excited as it waits for further solutions.

2020 also marked a shocking event for Estonia as an 
e-state. We are used to seeing the state as a 
conscious data processor in whose hands our 
personal data can be trusted to receive services, but 
in 2020, the state itself fell victim to a cyber attack.
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The fact that the attack also affected the Ministry of 
Economic Affairs and Communications, which 
ensures that e-Estonia is functional and secure, 
makes the situation even more surprising. The extent 
of the attack and the resulting damage must be 
clarified in the proceedings conducted by the 
Prosecutor’s Office. Last year saw another significant 
case in which the positive coronavirus test results of 
nearly 10,000 people were leaked from the 
possession of an IT institution. The Data Protection 
Inspectorate must find out the data security of the 
controller and its compliance with the data 
protection rules and analyse whether the institution 
has done enough afterwards to ensure the protection 
of personal data.

As a small country, it is extremely important for 
Estonia that it has proper foundation for storing data. 
The foundation for data processing is established 
primarily on the basis of the principles stemming from 
the General Data Protection Regulation. One of these 
principles is security, and practice has shown that 
this cannot always be guaranteed, although it should. 
The purpose of the Inspectorate is to overcome this 
difficulty through proceedings and to ensure that 
such situations do not arise in the future. Both the 
public and private sectors must ensure the security of 
the processing of personal data, even when they are 
in a hurry to set up the information systems. Being in 
a hurry and not paying enough attention to security 
often means that there will be data leaks.

A lot of the attacks are made possible by inadequate 
data security or non-compliance with data protection 
rules. The year 2020 confirmed that there is still some 
way to go before we can call Estonia a secure e-
society, and the sooner we want to get there, the 
more aware we need to become of data protection.

As each yearbook should reflect a summary of the 
topics of most concern, this book will cover all the 
topics that were most relevant to people. Some of 
these topics have been covered in several previous 
yearbooks, but as data protection is so rich in 
nuances, each year is different.

Pille Lehis
Director General

Special thanks go to the small staff of the Inspectorate 
who have done selfless work during this difficult time.

Many thanks to everyone who has contacted us. We 
thank our partners and colleagues, as well as 
contributors from ministries, agencies, local 
governments, and partner organisations.

The whole year can be described with the famous 
motto – 

‘One for all, all for one!’
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T
Estonian data protection law – the right to process 
personal data on the basis of legitimate interest. 
Although provided for in the previous EU Data 
Protection Directive (95/46), it had not been 
transposed into the Personal Data Protection Act 
until the beginning of 2019.

Namely, Article 6 (1) (f) of the GDPR provides that 
the processing of personal data is lawful if the 
processing is necessary for the purposes of the 
legitimate interests pursued by the controller or by a 
third party, except where such interests are 
overridden by the interests or fundamental rights and 
freedoms of the data subject which require 
protection of personal data, in particular where the 
data subject is a child.

Application of the guide on 
legitimate interests in practice

Unlike many other legal bases for the processing of 
personal data, relying on this legal basis requires a 
regular, three-step analysis. The European Data 
Protection Board, acting under the GDPR, has put the 
preparation of a guide on this issue on its agenda, but 
there has been little progress. However, Opinion 
06/2014 on the notion of legitimate interest, drawn 
up in 2014 by the transnational Data Protection 
Working Party of the predecessor to the European 
Data Protection Board, which operated under Article 
29 of Directive 95/46, can be consulted. This is 
because the wording of the provision on the 
legitimate interest of the GDPR has changed slightly 
compared to the Directive, but the nature and logic of 
application have remained the same.

‘Unlike many other legal 
bases for the processing of 
personal data, relying on this 
basis requires a regular, 
three-step analysis.’

Based on the aforementioned opinion of 2014 and 
taking into account Estonian practice, the 
Inspectorate prepared a guide in the spring of 2020 
that explains how to implement legitimate interest as 
a legal basis for data processing.

GUIDE ON THE TREATMENT OF LEGITIMATE INTERESTS

In short, the assessment of a legitimate interest takes 
place in three stages:

I define what the interests of each party (the data 
processor, a third party, or the public) are, for 
which the processing of personal data is required;
II define how and which data subjects will be 
affected by the processing;
III consider the interests of each party and find 
additional compensatory measures if necessary.

In the private sector, a significant part of data 
processing takes place on this basis. Legitimate 
interest can be a legal basis, for example, for profiling 
customers of an online store when displaying an 
advertisement to them. It can also be a legal basis for 
storing customer data and purchase data for later 
legal disputes, using security cameras (both as a 
service provider and employer), and before 
concluding a contract, for example, when checking 
the solvency of a person. People have gotten the 
impression, largely as a result of media coverage of 
the GDPR, that it gives them full control over their 
data, as well as the right to demand that data 
processing be stopped at any time. The GDPR does 
provide such a right, but with many restrictions.

The companies themselves have certainly played a 
role in creating misunderstandings as their contract 
terms often included, among other things, the 
statement that ‘By signing the contract, the customer 
consents to the processing of their data for such and 
such purposes’. It is only when a person wants to 
withdraw their consent that it becomes clear that the 
company cannot stop processing the data because 
they need to keep performing a contract or be able to 
defend themselves against claims in court. Many 
people thus discover with great surprise that the 
company can process their personal data for many 
years after the transaction, even if it was a one-time 
purchase from an e-store.

Complicating matters further is the fact that the 
different legal bases for data processing – 
performance of the contract, consent, and legitimate 
interest – can all coexist in a relationship with the 
same data subject. In the context of data protection, 
they must be distinguished by data set, clearly 
indicating which data are processed on which legal 
basis.

he advent of the General Data Protection Regula-
tion (GDPR) brought one important change to
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Last year, the Inspectorate received several cases 
where a lawyer of a data processor sincerely referred 
to the invalid Personal Data Protection Act in a matter 
concerning security cameras. The use of security 
cameras was based on a special provision of the 
Personal Data Protection Act that was in force until 
the beginning of 2019. However, this provision no 
longer exists. It is also clear that the analysis of 
legitimate interests poses serious difficulties even for 
large companies. Unfortunately, attitudes probably 
also play a role in this. It is very common that 
companies start using legal aid services only after the 
Inspectorate has sent a precept or a demand for a 
penalty payment. In addition, the legal aid costs spent 
arguing with the Inspectorate could have been spent 
earlier on creating and documenting high-quality 
data protection rules.

Data processing of portals

An example is the economic information portals that 
have been operating in Estonia for many years, 
whose activities are based on legitimate interest. 
Although the Inspectorate compiled a thorough legal 
analysis of the activities of all information portals 
(web library of (www.aki.ee), on the basis of which it 
should have been easy for each information portal to 
put its documentation in order, the portals have not 
yet been able to do so.

There is a common misconception that data on all 
transactions (and the people involved) can be kept 
for 10–15 years to protect legal requirements. The 
General Part of the Civil Code Act does provide for a 
10-year limitation period for claims, but only in the 
case of intentional breach of obligations. This means 
that if a company wants to keep personal data for 10 

 years for this reason, it must be prepared to show 
that there is a reason for it (that it really has a claim 
against the customer and that the obligations were 
intentionally breached). Legitimate interest arises 
from the rules of application that the justification for 
the processing (storage) of data must be specific 
and real, not merely hypothetical and speculative.

‘The most common thing the 
Inspectorate has had to deal 
with is errors in data collec-
tion. Namely, it is believed 
that everything that can be 
found on the Internet is also 
freely usable.’

The most common thing the Inspectorate has had to 
deal with is errors in data collection. Namely, it is 
believed that everything that can be found on the 
Internet is also freely usable. On the contrary, any 
processing of personal data that is not carried out for 
purely personal purposes must have a legal basis. The 
Supreme Court has also confirmed years ago that 
there must be a legal basis for the new use of 
personal data once disclosed. Therefore, the contact 
details of people cannot be collected from the 
Internet (including the commercial register, 
advertisement portals, or social media) to advertise 
goods to them (or make an offer to buy a forest). This 
is mainly due to the fact that the person has 
disclosed their telephone number or email address 
for other purposes. Commercial communications 
(which includes an offer to purchase a forest) may 
not be sent to the email address at all without the 
consent of the person or prior customer relationship.

§§
LAWINTEREST
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‘On the contrary, any pro-
cessing of personal data that is 
not carried out for purely 
personal purposes must have a 
legal basis.’

A separate area of concern is the disclosure of 
personal data on portals and social media groups 
(especially people warning other people of debtors). 
In this case, the person disclosing the information 
should first carry out an assessment of the legitimate 
interest (as there is no other legal basis). It should be 
noted that publication for journalistic purposes (and 
the relevant provision in the Personal Data Protection 
Act) is also based on the provision of legitimate 
interest of the GDPR.

In the case of processing based on a legitimate 
interest, the data subject has the right to object to 
the controller at any time due to their specific 
situation. Unfortunately, it appears that the data 
processors are completely unfamiliar with their 
obligation to respond to the request of the data 
subject. In many cases, the person has received an 
answer to their questions from the data processor 
only after contacting the Inspectorate. The data 
processors usually justify this with claiming that the 
letter was sent to the junk folder or their employee 
was inattentive. This is particularly the case when the 
data subject asks where the company got their data. 
Furthermore, some press publications still believe 
that they are not subject to the obligation to examine 
the objections of the data subject.

‘In the case of processing 
based on a legitimate interest, 
the data subject has the right to 
object to the data processor at 
any time, depending on their 
particular situation.’

As can be seen from the above, the need to assess 
the legitimateness pervades all areas and affects 
almost all data processors – from homeowners 
filming a street with a security camera to businesses 
living off data sales.

However, there is one big exception. It follows from 
the last sentence of Article 6 (1) and recital 49 of the 
GDPR that the public sector cannot rely on legitimate 
interest in carrying out its core tasks, but in non-core 
administrative activities, such as management of an 
agency or security of the building and information 
systems, legitimate interest could also be considered 
as a basis for data processing.

In conclusion, it can be said that data processors still 
have a long way to go before they can properly 
assess legitimate interest, but hopefully the guide of 
the Inspectorate and the developed practice will 
contribute to this.

legitimate interestproportionality 
comparison of rights

analysis

relevance transparency

data minimisation interestsprivacy

possibility of infringement

purpose limitation

freedoms

person versus data processor

discretionary decision
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I n July 2020, the European Court of Justice deli-
vered a historic ruling annulling the Privacy Shield 

programme, but what did it entail?

The United States is considered a country with an 
insufficient level of data protection. Therefore, the 
conditions set out in Chapter 5 of the GDPR must 
apply to the transfer of data to the US. However, an 
exception was made – when the data was transferred 
using the Privacy Shield programme (a US-based 
company joined the programme and provided an 
equivalent level of data protection to the European 
Union), the transfer was considered to be of a 
sufficient level and the data processor did not have 
to apply Chapter 5.

The Safe Harbour programme, a predecessor of the 
Privacy Shield, was revoked by a court ruling in 2016 
in what is known as the Schrems I judgement. In both 
cases, the plaintiff was Max Schrems, a data 
protection lawyer.

There was one noteworthy factor in the Schrems II 
judgment – the Court also pointed out that other 
additional safeguards for the transfer of data (listed 
in Article 46 of the GDPR) must assess whether the 
transfer ensures an adequate level of data protection 
and the rights of the data subject. This means that, 
for example, using standard data protection clauses 
for the transfer of data, which is also the most widely 
used safeguard for the transfer of data, it is 
necessary to assess their adequacy on a case-by-
case basis. If necessary, additional safeguards must 
be put in place and, if this is not possible, the data 
may not be transferred.

The European Data Protection Board 
was instructed to elaborate on this 
issue, and two recommendations have 
now been made in this regard.

THE HISTORIC SCHREMS II JUDGEMENT

The European Commission started drafting new, 
improved standard data protection clauses which 
should take into account both the circumstances set 
out in the judgment and the recommendations of the 
European Data Protection Board. However, it cannot 
yet be said that this issue has been solved by the time 
the yearbook is published, and it certainly cannot be 
said that these guidelines and the new data 
protection clauses have solved the problem of 
transferring data to the United States. In the 
meantime, the Inspectorate recommends that data 
processors with US-based partners (controllers or 
processors) critically assess the need for data 
transfer and, if it is absolutely necessary, apply the 
provisions of the above recommendations.

Following the Schrems II judgement, 
the following documents were issued

I  ‘Recommendations on measures that 
supplement transfer tools to ensure compliance 
with the EU level of protection of personal data’ 
the document is available on the website of the 
European Data Protection Board

II  ‘Recommendations on the European 
Essential Guarantees for surveillance measures’ 
the document is available on the website of the 
European Data Protection Board

DATA

Safe Harbour
Schrems I
Schrems II
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A s the United Kingdom (UK) left the European 
Union, it will become a country with an insuf-

ficient level of data protection unless a decision on 
adequacy is taken for the UK by 30 June this year. 
Until 30 June, the data transfer will take place as 
before, i.e. the UK will be considered a country with 
an adequate level of data protection and Chapter 5 
of the GDPR will not need to be applied.

Immediately after leaving the European Union, the UK 
started to apply to the European Commission for this 
adequacy decision, but this is a very time-consuming 
procedure. In some of the previous cases, this has 
taken years.

The data protection aspect of Brexit

Therefore, until the UK receives adequacy status, it 
will be a country with an insufficient level of data 
protection and transfers of data to there are subject 
to additional safeguards under Articles 46 and 47 of 
the GDPR or exceptions listed in Article 49. This 
means an increased burden on the data processor, 
for example in the form of additional contracts 
(standard data protection clauses) or the creation of 
binding corporate rules (Article 47).

The latest news on this subject can be found on the 
website of the European Data Protection Board.

I n the future, data protection will probably not be 
an issue for lawyers, IT professionals, and a few in-

dividual enthusiasts which is rarely discussed in the 
general public as most people are not interested in it. 
The digital life that absorbs data on a daily basis 
inevitably means that people have to understand the 
importance of effective data protection because 
without it, it is not possible to know who is doing what 
with the personal data, where, how, and with whom 
are they sharing it.
The Inspectorate has always considered it important 
to contribute to awareness-raising training, 
counselling, and the creation of guides. We did all of 
this last year to the extent that our resources allowed 
us. In addition to the usual information activities, the 
Inspectorate added new opportunities that would 
help to raise awareness of various target groups.

Knowledge tests

In order to explain the principles of data protection 
and to prepare for finding the right answers for 
oneself, the Inspectorate conducted 2 online tests 
last year: ‘Andmekaitse ja raketiteadus?’ (Data 
protection and rocket science?) and 
‘Digivegan’ (Digital vegan).

The aim of the ‘Digivegan’ test was to give the 
test-takers the opportunity to find out whether 
they are environmentally conscious in terms of the 

THE KEYWORD OF AWARENESS RAISING WAS ‘A NEW WAY’

digital life in their everyday computer activities. 
Whether a person is careful with their personal 
data, i.e. does not share them with just anyone, 
is an important part of data protection. The test 
‘Andmekaitse ja raketiteadus?’ allowed people to 

Data protection and rocket science?

For raising awareness 
among people.
TAKE THE TEST
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test their basic knowledge of data protection 
principles. Once a person has made the principles 
clear, they will be able to find the right answers in any 
situation with less effort. After all, no service can 
function without the use of personal data, and there 
are practically no areas that are not covered by data 
protection.

 IT-based tool for getting a ‘Video 
surveillance’ sign

Last year, the Inspectorate, in cooperation with the 
Centre of Registers and Information Systems, also 
created a video surveillance sign generator, which 
helps the video surveillance organiser to obtain a 
proper notification sign file either for printing or 
sending to a printing house.

One of the biggest mistakes for video surveillance 
organisers has been missing or insufficient 
information. This, in turn, has led to many problems 
with both employees and between neighbours.

By creating a video surveillance sign with the 
generator, the person is also explained why it is 
important to add the required information to the sign 
and what it should look like exactly.

The easiest solution is to use the video surveillance 
sign generator on the website of the Data Protection 
Inspectorate – videovalvesilt.aki.ee.

New video seminars

In previous years, the Inspectorate has organised 
trainings, seminars, and conferences on the topics of 
the Personal Data Protection Act and the Public 
Information Act. Last year, however, the Data 
Protection Inspectorate started a series of video 
seminars. The added value of video seminars is that 
they can be watched at any time and as many times 
as needed.

The first web-streamed video seminar was aimed at 
employees of educational institutions and explained 
data protection issues in distance learning and 
document management. The participants of the video 
seminar could ask questions both before and during 
the seminar.

The tests created, the video surveillance sign 
generator, and the video seminar diversified the 
information activities of the Inspectorate, and as they 
say, every little thing matters.VIDEO SURVEILLANCE

Purpose: protection of property

Legal basis: legitimate interest

Data controller: MTÜ Lill

More information: www.mtulill.ee/andmekaitse
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In 2020, our lawyers received about 150% more 
statements of claim and 25% more complaints. 

The number of infringement notifications also 
increased by almost 20%. However, the number of 
requests for explanation and memoranda decreased 
by almost 35%. All in all, it was a very busy year and 
some of the more significant cases will be covered in 
the next chapter.

FROM THE DESK OF THE PRACTITIONERS
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O ver the years, the Inspectorate has received 
hundreds of inquiries from people who have 

found links to economic information portals 
(information portals) from Internet search results 
which have disclosed their personal data.

The Inspectorate initiated supervision proceedings 
over the activities of information portals in 2017, but 
with the entry into force of the GDPR in 2018, the 
legal order changed and this meant that the previous 
progress had to be reviewed in accordance with the 
new data protection law.

INTERIM REVIEW OF THE 
MONITORING OF ECONOMIC 
INFORMATION PORTALS

On 1 June 2020, the Inspectorate sent to the 
economic information portals (hereinafter 
information portal) a legal analysis and proposals for 
bringing its activities in line with the requirements of 
the GDPR.

The Inspectorate found that the operation of 
information portals is necessary, but the collection 
and disclosure of human data must be correct and 
the data processing transparent. The data processing 
of information portals must comply with data 
protection rules and principles.

Views of the Inspectorate

The processing of personal data concerning a natural person (including court decisions, official 
announcements, media coverage) in information portals is permitted only to the extent that fully  complies 
with section 10 of the Personal Data Protection Act and Article 5 (1) of the GDPR. For example, it is prohibited to 
process (collect, compile, transmit):eluloolisi andmeid (nt sünnikoht, emakeel, hariduskäik);

a) biographical data (e.g. place of birth, mother tongue, educational background);
b) data related to party affiliation;
c) data related to registered immovables;
d) persona stories that give people a negative or suspicious impression and are often not related to

a specific person;
e) scores if there is no transparency in their formation.

Data protection conditions that fully comply with the requirements set out in Articles 12–14 of the GDPR must be 
established and published on the website.

A document must be prepared describing the existence of legitimate interest in sufficient detail (analysis/
assessment).

The information portals are obliged to ensure that the data subject has the opportunity to submit an objection, 
as well as resolve the objection based on the content of the objection. In a situation where the request of the 
data subject is not granted, the information portal must prove that there is a valid legal justification for further 
processing.

Additional safeguards need to be put in place, such as greater transparency for data subjects and the creation of 
an electronic environment that allows them to see and use their data and object to its processing.

All the views of the Inspectorate can be found in the online library 
under the ‘Teavitus, juhised’  of the Estonian website of the Data 
Protection Inspectorate at www.aki.ee.
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Although information portals published information 
taken from the commercial register, this was often 
done in conjunction with additional data about the 
person that they had successfully obtained from other 
sources. For example, data from the commercial 
register were related to official announcements, court 
judgments, newspaper articles, real estate, debt 
information, ratings, party affiliation, and even CVs. 
The information collected from various public sources 
was often open to search engines, but it bothered 
many people.

Considering that if the tasks of information portals are 
to ensure the verification of the right of representation 
and reliability of a legal person as well as the checking 
of creditworthiness of a natural person, it is necessary 
to perform data processing operations. In doing so, the 
principles of purpose limitation and minimisation must 
be observed.

Since making the proposal, the Inspectorate has 
checked the compliance of each information portal 
with the data protection requirements, including the 
content of the proposal.

If the controller of the information portal has 
understood how to comply with the data protection 
requirements and, in the opinion of the Inspectorate, 
has theoretically brought its activities into compliance 
with the conditions provided by legislation, then the 
Inspectorate also considers it necessary to check the 
prepared documentation (data protection conditions, 
analysis of legitimate interests) and the actual scope 
and manner of data processing for all information on 
the website of a specific information portal. To this 
end, the Inspectorate requests access to personal 
data.

‘As at the end of 2020, none 
of the monitored information 
portals fully complied with the 
legal requirements for data 
processing.’

However, it can be said that the information portals 
had largely agreed with the proposals of the 
Inspectorate and made corrections and changes to 
bring their activities in line with the legislation. Based 
on the inquiries received by the Inspectorate, it can be 
noted that information portals no longer fail to answer 
questions sent to them related to the processing of 
personal data. They have also responded to the 
objections of people to the processing of their data 
and removed personal data from their websites.

The supervision of information portals will continue in 
2021. The Inspectorate also focuses on ensuring that 
the rights of the data subject are guaranteed in 
information portals, including that people can access 
their personal data. Upon receipt of the objections of 
the persons, the personal data must be deleted or the 
objection must be assessed and the compelling 
legitimate reason for continuing the processing must 
be specified (Article 21 (1) of the GDPR).

Start of the supervision
Data protection law changed on 25 May

Supervision

Interim report

2017
2018

2019

2020
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A rticle 21 (1) of the General Personal Data 
Regulation gives the data subject the right to 

(Article 17 (1) (c) of the GDPR). In addition, as a 
result of resolving the objection, it may be 
necessary, for example, to change the scope of 
data processing, i.e. instead of disclosure, the 
data will only be transferred to specific third 
parties pursuant to the conditions provided for 
in section 10 of the Personal Data Protection 
Act.

DATA PROCESSING MAY NOT CONTINUE 
IN THE EVENT OF AN OBJECTION

The possibility to file an objection is created for a 
person to be able to point out situations that the data 
processor could not have thought of earlier. The fact 
that the data processing concerning a specific 
person is changed after an objection is made does 
not automatically mean that the data processor has 
erred in the past. The data processor is simply ready 
to change the composition of the data they process if 
necessary and to comply with the requirements 
arising from legislation.

It must also be pointed out that the disclosure and/
or transmission of data must be suspended until the 
objection is resolved (Article 21 (1) of the GDPR). 
The same is confirmed by Article 18 (1) of the GDPR 
– the processing must be suspended until it is clear
whether the personal data is correct or until it is
ascertained that the legitimate reasons of the
controller override the reasons of the data subject.
Suspension of the processing upon receipt of the
objection means that the processing of the data
(including transmission) is terminated until the valid
legitimate reason for further processing has been
assessed. If there is no such reason for further

article 21 (1) of the 

object at any time to the processing of personal data 
concerning them which is based on legitimate 
interest, including profiling based on this provision.

Upon receipt of the objection, the controller may no 
longer process the personal data unless the 
controller demonstrates compelling legitimate 
grounds for the processing which override the 
interests, rights, and freedoms of the data subject or 
for the establishment, exercise, or defence of legal 
claims. The data subject has the right to object based 
on their specific circumstances and justify why they 
consider the processing of their personal data 
unreasonable. In that case, the controller must, on 
the basis of the objection, reassess the situation of 
the individual, take into account the content of the 
objection, and demonstrate that they have a valid 
legitimate reason to further process the data in the 
specific case.

Objections require a reply

Even if there is a valid legitimate reason for further 
processing of personal data, each data processor has 
an obligation to refer to the individual and their 
specific objections in the event of an objection, and 
the analysis of further processing must take all this 
into account. In the event of an objection, it is not 
permitted to simply refer to the initial assessment of 
the legitimate interest or to the data protection 
conditions.

If the controller is unable to prove to the person that, 
in the light of the situation of the objector, they can 
rely on a legitimate interest of themselves and/or a 
third party and there is a valid legitimate reason to 
process the data, further processing of the data is 
prohibited in this respect and the processing of the 
data must be terminated and the data deleted 

GDPR
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processing under Article 21 (1), the processing must 
be stopped and, if there is, the result of the analysis 
and the decision on further processing must also be 
communicated to the data subject (Article 18 (3) and 
Article 21 (1) of the GDPR).

Each data subject also has the right to object to the 
fact that the third party did not have a legal basis for 
obtaining the data. In this case, it must be determined 
whether the objection is justified or not. If it 
transpires that the data was transferred unlawfully, 
the data processor is obliged to assess whether the 
unlawful transfer caused or is likely to cause a threat/
damage or serious harm to human rights and 
freedoms. Depending on the outcome of the 
assessment, either the breach should be 
documented only, the Inspectorate should be 
notified in the event of a breach, or both the 
Inspectorate and the person whose data were 
processed unlawfully should be notified.

Each objection must be resolved on a case-by-case 
basis.

It must also be borne in mind that debt data cannot 
be disclosed on the basis of a legitimate interest if 
this would infringe the rights and freedoms of the 
data subject. However, publishers of debt data have 
often relied on a legitimate interest in justifying their 
activities.

It appears from the procedural practice of the 
Inspectorate that if the debt data of a data subject 
has expired, the data processor does not often 
terminate the publication of debt information. This is 
an example of infringement of the rights and 
freedoms of the debtor as a data subject. Often, the 
data subject is not informed at all about the 
transmission and publication of the data. Both the 
notification and the assessment of the justification of 
the data processing are the responsibility of the 
controller. If they fail to fulfil these obligations, a 
supervisory authority will interfere.

‘Every data processor, 
including both the registrar of 
the Credit Register and the 
portal operator, is obliged to 
follow the principles set out in 
Article 5 (1) of the GDPR and 
is responsible for their 
implementation. If there is no 
legal basis for the processing, 
the processing of personal 
data must be waived.’

OBJECTION

First, let us check if it is 
justified

A person has the following rights:
• right of access
• right to rectification
• right to erasure/to be forgotten
• right to restrict processing
• right to data portability
• right to object
• right to be informed
• rights in relation to automated decision

making and profiling
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L ast year, there were several cases when a 
company disclosed the names of people and the 

amounts they owed on its website. In the yearbook, 
the Inspectorate describes the process of reaching a 
procedural decision on the example of a case 
regarding a tour operator. However, the principle in 
the processing of debt data is always the same. 
Namely, the tour operator published the debts of its 
customers on its website.

When processing personal data, the requirements of 
the Personal Data Protection Act and the General 
Personal Data Regulation must be taken into account. 
Among other things, the data processor is obliged to 
follow the principles set out in Article 5 of the GDPR, 
including the provisions of subsection 1 (a), (b), and 
(c):

• personal data is processed lawfully, fairly, and in a
transparent manner in relation to the data
subject;

• purpose limitation – personal data is collected for
specified, explicit, and legitimate purposes;

• data minimisation – personal data is adequate,
re-levant, and limited to what is necessary in
relation to the purposes for which they are
processed.

The fulfilment of obligations must be proved by the 
controller on the basis of Article 5 (2) of the GDPR.

Personal data may be pro-
cessed only to the extent 
necessary to achieve the 
defined purposes, whilst 
ensuring that the purpose of 
the processing infringes 
fundamental human rights as 
little as possible.

A COMPANY HAD TO REMOVE DEBT 
DATA FROM THEIR WEBSITE

The data processor must always assess in advance 
whether the processing of data (including disclosure) 
is indispensable for the fulfilment of the purpose or 
whether it is possible to use less intrusive measures to 
fulfil the purpose.

In addition, section 10 of the Personal Data Protection 
Act must also be taken into account when processing 
personal data in connection with a breach of an 
obligation. Pursuant to subsection 10 (1) of the 
Personal Data Protection Act, ‘transmission of personal 
data related to violation of any obligation to third 
parties and processing of the transmitted data by any 
third party is permitted for the purpose of assessment 
of the creditworthiness of the data subject or for any 
other similar purposes and only in the case the 
controller or processor has verified the accuracy of the 
data transmitted and the legal basis for transmission of 
personal data and registered the data transmission.’

Based on the above, it is prohibited to disclose the 
data of debtors on the website and the transfer of data 
is permitted only if the conditions provided for in 
subsection 10 (1) of the Personal Data Protection Act 
are met. In addition, subsection 10 (2) of the Personal 
Data Protection Act, which stipulates conditions 
prohibiting the transfer of data, must also be taken into 
account before transferring data.

As the tour operator did not take into account the 
above requirements when processing the debt data, it 
violated the requirements of the Personal Data 
Protection Act and the GDPR when disclosing the debt 
data. The procedural decision of the Inspectorate 
required the removal of personal data related to the 
breach of the obligation from the website.
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T he Inspectorate had an international case in 
which a company providing ride-sharing services

distributed referral codes to ride service providers 
(customers of the company) on the basis of which it 
is possible to invite a new person as a customer of 
the company and receive a one-time bonus. How-
ever, one of the customers used a referral code 
between their two devices, i.e. they invited them-
selves to (re)join the platform of the company. The 
company blocked their account and the customer 
could not use the services of the company with their 
account. Based on the case, the company considered 
it necessary to keep the personal data for the purpo-
se of detecting new fraud for 10 years, and the re-
quest of the person to have their data deleted after 
the end of the customer relationship was not 
satisfied.

RETENTION OF PERSONAL DATA FOR 10 YEARS 
FOR THE PURPOSE OF DETECTING NEW FRAUD

The reason why the Inspectorate talks about this 
case in the yearbook is that a person has the right to 
demand that the controller delete personal data 
concerning them without undue delay if there are no 
longer grounds for processing personal data (see 
Article 17 (1) of the GDPR). For example, if the data 
have been collected in the course of the provision of 
a service but the provision of a service to a specific 
person has ceased, there is no legal basis for 
processing personal data and they must be deleted 
unless one of the circumstances set out in Article 17 
(3) of the GDPR occurs.

In accordance with Article 17 (3) of the GDPR, paragraphs 1 and 2 do not apply to the extent that the processing 
of personal data is necessary:

a) for exercising the right of freedom of expression and information;
b) for compliance with a legal obligation which requires processing by

Union or Member State law to which the controller is subject;

However, the processing of personal data (including storage of data) on the basis of the mentioned point 
(b) is permitted if the obligation to process personal data arises from a specific law (e.g. subsection 12 (1) of
the Accounting Act). In this case, the data may be processed only for the purpose provided for in the
specific law (e.g. only for the purpose of storage). However, with regard to section 146 of the General Part of
the Civil Code Act, the limitation period for a claim arises from this section and no direct obligation
(statutory obligation) to store data arises from it. In addition, the company did not refer to any other specific
law that would impose a legal obligation to process data for 10 years, including the right/obligation to store
data for 10 years for the purpose of detecting or preventing fraud. The Inspectorate is also not aware of such
a specific law.

Point (e) only applies if the processing of personal data is necessary for the establishment, submission, or 
defence of legal claims. In order for the person and the supervisory authority to be able to assess the above, 
the company must prove that the data processing is necessary for the specific person and that the data 
processing also complies with the requirements set out in Articles 5 and 6 of the GDPR.

In this case, Article 17 (3) (a), (c), and (d) of the GDPR were not suitable as a basis for data processing. The 
processing of data under point (e) requires an analysis of legitimate interests. Although the company sent 
an analysis of legitimate interests to the Inspectorate, it was based on the detection and prevention of fraud. 
However, for this purpose, it is not justified to store personal data for 10 years. Thus, the Inspectorate did not 
have an analysis of the company that would justify the storing of data for 10 years. The Inspectorate also had 
doubts that a 10-year storing of data could be necessary and justified in view of a specific breach.

c) for reasons of public interest in the area of public health;
d) for archiving purposes in the public interest, scientific, or historical research purposes or statistical

purposes;
e) for the establishment, exercise, or defence of legal claims.
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DATA PROTECTION IN EMPLOYMENT RELATIONSHIPS

The Inspectorate found that 
to detect and prevent fraud 
and/or avoid further fraud, the 
company does not have the 
right/obligation to process the 
data for 10 years (including 
store, use).’

In the course of the proceedings, the company 
deleted the personal data of the complainant, with 
the exception of the documents which have to be 
stored in accordance with the Accounting Act.

In the context of this case, it is important to 
emphasise that the data processor is generally 
obliged to delete personal data when the data is no 
longer needed for the purpose for which it was 
collected. However, if the request to delete the data 
of the data subject is not granted, the data processor 
has the obligation to prove to the person and, if 
necessary, to the supervisory authority, for which 
legitimate reason the data processing is continued 
for the purposes of Article 17 (3) of the GDPR. In that 
regard, it is not sufficient to merely refer to a 
provision of the law, but the data processor is 
obligated to prove that that provision is applicable to 
the specific case and the specific data subject.

I n recent years, one of the most discussed issues 
has been data protection in employment relations, 

and the year 2020 was not any different. The 
Inspectorate was contacted primarily in connection with 
the organisation of video surveillance, but also in 
connection with issues related to access to employee 
data and closures of email addresses. Although the 
Inspectorate has addressed these issues in previous 
yearbooks, the basics should still be repeated.

LEGAL BASIS FOR MONITORING 
EMPLOYEES

T he Inspectorate has often had to remind emp-
loyers that personal data is any information that 

can be used to directly or indirectly identify a person. 
In practice, there have been situations where the 
employer wishes to monitor the activities and 
movements of the employee, but the fulfilment of 
work obligations can only be monitored in a way that 
does not violate the fundamental rights of the 
employee. Such processing of personal data can take 
place on the basis of a legitimate interest of the 
employer.

As a rule, personal data is processed during the 
employment relationship for the performance of 
the contract with the employee.

However, monitoring their emails, Internet usage, etc., is 
subject to the legitimate interest of the employer. 
Although the monitoring of an employee is closely 
linked to the obligations arising from the employment 
contract, it is at the same time certainly not necessary 
for the performance of the employment contract. The 
consent of the employee can be the basis for the 
processing of personal data in employment 
relationships only in cases where the processing of 
personal data is not unavoidable and the employee can 
actually decide whether they want to consent to the 
processing of personal data and have the possibility to 
withdraw it.
Relying on legitimate interest presupposes that the 
employer has carried out and documented in writing a 
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DATA PROCESSING BEFORE AND 
AFTER AN EMPLOYMENT 
RELATIONSHIP CAUSED CONCERNS

T he Inspectorate received several inquiries 
concerning the processing of personal data when 

applying for a job. The general basis for processing the 
personal data of a candidate is their consent. However, 
data about the candidate may also be collected 
without their consent (for example, from public 
sources that the candidate has published on social 
media, etc.). In addition, the potential employer has the 
opportunity to contact the previous employer, but only 
if the person has given their explicit consent.

Access to email

However, the Inspectorate was contacted more in 
regards to the processing of data after the end of the 
employment relationship. Most questions were about 
the personal email addresses of former employees. As 
a rule, the employee is given a personal email address 
to perform the tasks specified in the employment 
contract. After the termination of the employment 
relationship, the original legal basis for processing the 
email address of the employee (no employment 
contract) is no longer valid. After the termination of 
the employment relationship, the processing may be 
based on the consent of the employee (if no rules for 
the use of email had been established in the company) 
or, if there are rules on the use of email, the legitimate 
interest of the employer.

thorough assessment and consideration of the 
interests. This includes assessing whether it is 
sensible and necessary to read emails and 
monitor the use of the Internet and other 
programs. In this situation, we recommend setting 
the rules for using email, the Internet, and other 
programs.

This also applies, for example, to software installed on 
a computer of an employee which, after a certain 
period of time, takes screenshots of the image on the 
computer screen of the employee and sends them to 

the employer who then stores those image files (in 
association with the persons concerned). This also 
applies in a situation where the employer requires the 
employee to install an application on their personal 
phone that monitors their movement or in a situation 
where the employer installs a GPS device in the work 
vehicle and the user of the vehicle is identifiable.

The employer can easily store and read emails related 
to the performance of work duties that were sent to 
and from the business email address of the employee 
during the employment relationship (contract). 
However, the employee does not have the right to 
open or read private emails. In order to prevent or 
reduce the likelihood that private messages will be 
read, rules for using the email account must be 
established. For example, the use of the business 
email address for personal purposes may be 
prohibited and rules may be laid down for the storage 
and deletion of private emails in a separate folder.

It should be noted that the more detailed and specific 
the rules are, the easier it is for the employee to 
follow them. It must be borne in mind, however, that 
the rules cannot impose restrictions or create rights 
for the employer that are contrary to the constitution 
or other laws.

If the rules for using email are not regulated in the 
company and the former employee does not give 
consent to keep the email open, their personal email 
address should be closed immediately after the 
termination of employment. Closing an email address 
means that emails cannot be delivered to that 
address. If the employer has not closed the personal 
email address of the employee and there is no legal 
basis to keep it open, the person has the right to 
request the deletion of their personal data from the 
employer pursuant to Article 17 of the GDPR.



21

EMPLOYERS, EMPLOYEES, AND HEALTH DATA

DATA PROTECTION DURING THE CORONAVIRUS 
PANDEMIC

The coronavirus brought numerous requests for 
explanation to the Inspectorate regarding the 

processing of the health data of employees. Health 
care institutions, schools, production and entertain-
ment companies, and many others submitted their 
questions. The Inspectorate was able to provide exp-
lanations in accordance with the applicable national 
law. The GDPR allows the processing of health data in 
the context of an employment relationship to the 
extent permitted by the law of a Member State which 
also lays down appropriate safeguards.

Information on the state of health of an employee is a 
special category of personal data to which Article 9 
of the GDPR applies. This is also the case if there is a 
suspicion and not a definite diagnosis. Talking about 
having a cold also means the processing of health 
data within the meaning of the law.

Health data may be processed 
only on the basis set out in 
Article 9 (2) of the GDPR.’

Article 9 (2) (a) of the GDPR refers to consent 
under which an employer may process both regular 
and special categories of personal data. The basic 

T he coronavirus disease, or COVID-19, which reached 
and spread in Estonia last year, forced people to 

change their way of life to protect their health. In order 
to continue working and studying, many had to move to 
virtual spaces, which raised the issue of data 
protection. The coronavirus was like a 

cold shower in the morning for the 
society, but it had to adapt to the new 
situation quickly. This meant that the 
Inspectorate also had to gather its 
strength and face the additional tasks. 
The yearbook only includes a selection 
of topics that the Inspectorate had to 
address when the coronavirus arrived.

requirement is that the consent requirements of the 
GDPR are met, including that the consent has indeed 
been given voluntarily. The employee must not be 
subject to any pressure to give their consent or be 
penalised for not giving it.

Article 9 (2) (c) of the GDPR refers to the processing 
of special categories of personal data where this is 
necessary to protect the vital interests of others and 
the data subject is not physically able to give consent 
(e.g. due to their medical condition). Theoretically, 
this seems to provide a basis for informing 
employees even without consent, but the principles 
of purpose limitation and minimisation must still be 
followed. In other words, personal data may not be 
transferred if the purpose can be achieved otherwise.

Requirements for employers and 
employees

The employer must ensure a safe working 
environment. The requirements for this arise from the 
Occupational Health and Safety Act. However, this 
legislation does not regulate exactly whether and 
what health data can be collected about an 
employee. The general view is that employee data 
should be requested and collected as much as 
necessary and as little as possible.
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An employee must keep in mind 
that they can only start working 
if they are healthy and do not 
pose a risk to other employees. 
The employer has the right to 
ask whether the employee has 
recently been in a risk area or 
has come into contact with 
infected people.’

This includes the right of the employer to request 
confirmation, which does not mean that the employer 
should be given the detailed diagnosis of the 
employee. Information on the occurrence of 
symptoms should also be exchanged by mutual 
understanding.

Employers often wanted to inform collectives about 
infections and asked if the employer could send a 
substantive notice to all employees, using the name 
of the employee if they had given their consent. The 
processing of health data must respect the principles 
of purpose limitation, minimisation, proportionality, 
and fairness, so it is not clear why it is necessary to 
send a personalised message to all employees who 
may not have been in contact with the infected 
employee.

The identification of those who have been in contact 
with the infected person should take place in such a 
way that the employer does not inform the whole 
team about the person, but tries to find out and 
inform the persons who have been in contact with 
the infected employee. The same must be done with 
people outside work – e.g. if a joint meeting has taken 
place.

Pursuant to subsection 14 (1) of the 
Occupational Health and Safety Act, an 
employee is required to:

1. contribute to the creation of a safe working
environment by observing occupational
health and safety requirements;

2. make correct use of the prescribed personal
protective equipment and keep it in working
order;

3. promptly notify the employer or the repre-
sentative of the employer and a working
environment representative of an accident or
a risk thereof, of an occupational accident, or
their health disorders which impede the
performance of their duties, and of any
shortcomings in the protection arrange-
ments.

To do this, the employer should first ask the affected 
employee themselves about the people they have 
had sufficient contact during the potentially 
infectious period for the spread of the disease, and 
then talk to these employees in person. If it is not 
possible to contact the sick employee, the employer 
should analyse who could have been in close contact 
with them (common room, meetings).

The employer sending a warning email to all 
employees with the content ‘Mart has stayed on sick 
leave and it is possible that he has COVID-19’ is not 
justified.

Informing other employees of 
the illness is permitted only if 
the communication of such 
information to other employees 
is necessary for the protection 
of their life, health, or liberty 
and the consent of the sick 
employee cannot be obtained.’

Why can an employer not ask for the 
diagnosis of an employee?

It is the task of doctors and the Health Board to 
diagnose the virus and ascertain the mode of the 
infection and identify the persons who have been in 
contact with the infected person. Therefore, the 
doctor who diagnoses a patient with the coronavirus 
should also ask the person with whom they have 
been in contact. The matter can be further dealt with 
by the Health Board, which also has the right to 
process personal data for this purpose, including 
receiving it from the employer.

Therefore, the Inspectorate pointed out that no other 
data processor has a legal basis or purpose arising 
from law to start collecting or transmitting additional 
data on its own initiative to someone who does not 
have the right to process it.

Pursuant to the law, the health care provider (see 
clause 6 (1) 3) of the Communicable Diseases 
Prevention and Control Act [2]) and the Health 
Board (clause 18 (1) 1) of the Communicable 
Diseases Prevention and Control Act) have the 
right and obligation to ascertain the mode of the 
infection and identify the persons who have been in 
contact with the infected person. The latter also 
has the right to process personal data for this 
purpose, including receiving it from the employer.
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DATA PROCESSING DURING THE CORONAVIRUS PANDEMIC 
IN ENTERTAINMENT ESTABLISHMENTS

VIEWING THE HEALTH DATA OF PEOPLE INFECTED 
WITH CORONAVIRUS MEANT A WARNING

T he Inspectorate received several questions as 
to whether entertainment establishments have 

the right to provide the Health Board with the data of 
the person who participated in the event (email 
address, telephone, name) if there is reason 
to suspect that a person infected with the 
virus participated in the event.

Pursuant to subsection 18 (1) of the Prevention and 
Control of Communicable Diseases Act, the 
Health Board has the task of ascertaining the 
circumstances under which persons suffering 
from a disease became infected, determining the 
circumstances of the spread of the 
communicable disease, and, if necessary, 
contacting persons suffering from a 
communicable disease and the persons who have 
been in contact with the infected person.

The Inspectorate received several complaints 
against the medical chief of Kuressaare Hos-

pital, who had made inquiries about the health data 
of people in the Health Information System. By the 
order of the Board of Kuressaare Hospital, the 
medical chief was required to perform an audit of the 
COVID-19 samples taken in the information system of 
the hospital. According to the hospital, Kuressaare 
Hospital is a vital service provider that must ensure 
the provision of both ambulance and hospital 
services on Saaremaa even in an emergency 
situation, and therefore the hospital needed to know 
how many people had given a positive coronavirus 
test on Saaremaa to ensure their ability to provide 
medical care.

For this task, the Health Board has the right to ask the 
organiser of the event (entertainment 
establishments) for the data of the participants in the 
event, provided that the organiser has their personal 
data (e.g. the customer used a customer card when 
purchasing a ticket). The Health Board can 
request this information purposefully, i.e. to 
identify the persons who were in contact with the 
infected person at the event. It is presumably not 
necessary to have the data of all the people who 
participated in the event.

However, entertainment establishments do not have 
the right or reason to transmit the data of all the 
participants in the event on their own initiative. 
Entertainment establishments do not have the 
capacity to assess the state of health in such a way 
that there are sufficient grounds to suspect a 
visitor specifically of the coronavirus and to 
inform the Health Board thereof.

The Health Services Organisation Act and its 
regulations set out very clearly who has the right to 
view data from the Health Information System and in 
which cases. In the course of the supervision 
procedure, the Inspectorate established that the 
directive of the Board of Kuressaare Hospital obliged 
the medical chief to conduct an emergency audit 
because the test results of the COVID-19 samples 
had not arrived at the hospital on time and an 
overview of COVID-19 patients in the Saaremaa rural 
municipality was needed. Considering the emergency 
situation caused by the coronavirus pandemic and 
the resulting confusion, as well as the fact that the 
inquiries were not made out of curiosity, the 
Inspectorate did not punish the medical chief for 
misdemeanour. The Inspectorate warned the medical 
chief for exceeding his powers.
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THE POSSIBILITY OF COOPERATION BETWEEN TWO AUTHORITIES DURING 
THE CORONAVIRUS PANDEMIC REQUIRED AN ANALYSIS

L ast year, the Inspectorate analysed the 
competencies of agencies in processing perso-

nal data in the performance of its task on several 
occasions. Last year, the Inspectorate also helped to 
answer the question of how and on what basis the 
Health Board transmits data of people infected with 
the coronavirus to the Police and Border Guard 
Board.

The result is worth addressing because data 
protection enthusiasts also read the yearbook.

Pursuant to clause 18 (1) 1) of the Communicable 
Diseases Prevention and Control Act, the competent 
authority in the area of the prevention, surveillance, 
and control of communicable diseases is the Health 
Board which, among other things, conducts 
epidemiological investigations with the aim of 
ascertaining the circumstances under which persons 
suffering from a disease became infected and of 
determining the circumstances of the spread of the 
communicable disease, contacts, if necessary, the 
persons suffering from a communicable disease and 
the persons who have been in contact with the 
infected person, and, in the event of clusters of 
disease, provides instructions for the application of 
disease control measures. Subsection 18 (6) of the 
Communicable Diseases Prevention and Control Act 
stipulates that in performing the functions prescribed 
by the Act, the Health Board cooperates with local 
governments for the prevention and surveillance of 
communicable diseases and to prevent and control 
the spread of communicable diseases.

Pursuant to clause 3 (1) 1) of the Police and Border 
Guard Act, the functions of the Police and Border 
Guard Board are the prevention of offences provided 
for in Chapters 9, 12, 13, 16, 17, 21, and 22 of the 
Penal Code, unless this function has been assigned 
by another Act to another administrative authority 
and on the basis and pursuant to the procedure 
provided for in the Law Enforcement Act. This also 
includes section 192 of the Penal Code, which 
provides the norm for causing the threat of the 
spread of an infectious disease or infectious animal 
disease. In order to prevent this offence, the Police 
and Border Guard Board needs data from the Health 
Board. The function comes from subsection 24 (2) of 
the Emergency Act.

Pursuant to section 746 of the Police and Border 
Guard Act, in order to perform the tasks provided for 
in subsection 3 (1) of the same Act, as well as for the 
performance of tasks arising from an international 
agreement or European Union legislation, the police 
have the right to process personal data, including 
special categories of personal data and data available 
to the public and available from public sources. This 
norm is an authorisation to process personal data, 
which presupposes that a task arises from law for the 
performance of which the processing of personal 
data is necessary. With regard to the transfer of data 
to the Police and Border Guard Board, clause 18 (1) 
2) of the Administrative Co-operation Act must also
be taken into account, in accordance with which an
administrative authority may request professional
assistance from another administrative authority if
information which the administrative authority does
not have or is unable to ascertain is required for the
performance of a particular administrative duty.

The Health Board provides 
the Police and Border Guard 
Board with the data of the 
persons suffering from a 
communicable disease and the 
persons who have been in 
contact with the infected 
person because the Police and 
Border Guard Board does not 
have them and without them, 
it is not possible to perform 
the task arising from law.’
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SCREENSHOTS OF A VIDEO CONFERENCE 
ON SOCIAL MEDIA CAUSED ISSUES

MEDIA AND COVERING CORONAVIRUS TESTING

D ue to the coronavirus pandemic, many employers 
had to rethink their work arrangements and allow

employees to work from home. In a situation where 
many worked from home and often communicated 
through video calls, people started sharing their 
thoughts and observations about the situation on 

U nderstandably, the issues related to the 
coronavirus crisis also received a lot of media 

attention in 2020. Especially during the first wave of 
spring, there were a lot of photos and video material 
from coronavirus testing points. Often, however, the 
people seen on the material were recognisable. As a 
rule, cars were photographed, but the people sitting 
in the car were also visible on the images and in 
videos. These people were often disturbed and asked 
for help from the Inspectorate. A news story was also 
published with a large gallery of unmasked people 
who visited the shopping centre. The people were 
identifiable from the pictures.

The Inspectorate had a case where a journalist wrote 
an article about the everyday life of a special care 
home and added a photo gallery of people with 
special needs who live there. The relatives of the 
residents found out about the visit and the photos 
only after reading the article and turned to the 
Inspectorate to complain.

The Inspectorate proposed to the publication to blur 
the faces of the people and other data that could be 
used to identify them from the images or video. 
Personal data may be processed for journalistic 
purposes without the consent of the person, 
provided that this is in the public interest and in 
accordance with the principles of journalistic ethics 
and that the disclosure of personal data does not 
unduly prejudice human rights. The Supreme Court 
has clarified that the use of an image of a person 
without their consent is generally permitted only to 
reflect a current event related to that person. 
However, the presumption that the use of an image 
of the person is necessary to reflect the event and 
that the public interest outweighs the interest of the 
person must also be taken into account here1.

1 RJudgement of the Supreme Court in case No. 3-2-1-152-09.

According to the Inspectora-
te, it does not follow from the 
court judgment that images of 
people can no longer be used 

with news.’

A recording of random people 
in a public place used with the 
article or news must not in 
any way give the impression 
that the news is about the 
specific people seen on the 
recording.’

Sensitive places (such as the Unemployment 
Insurance Fund, hospital, special school) should be 
photographed for news stories in a way that does not 
compromise the privacy of people. If there is no 
public interest in a particular person when 
photographing in such a place, the person should 
either be photographed in a way that ensures they 
are not recognisable or the person should be given 
the opportunity to avoid being captured.

In conclusion, it is not permitted to disclose personal 
data for journalistic purposes without the consent of 
the person without there being a public interest in the 
disclosure of the data of that particular person. 
Obviously, there was a public interest in covering the 
coronavirus testing and similar topics, but this did not 
justify the fact that people who happened to be in 
front of the camera were recognisable.

social media, often with pictures. But first, it is 
necessary to ask the colleagues for permission or 
change the picture before posting so that they are no 
longer recognisable. Thus, the Inspectorate also had 
to deal with simpler reminders to emphasise the 
importance of information security so that the data 
of no one would leak against their will.
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DISTANCE LEARNING WAS DIFFICULT IN 
TERMS OF DATA PROTECTION

WHY HAS THE USE OF SECURITY 
CAMERAS BECOME A PROBLEM?

The coronavirus brought a new situation to the field 
of education, and despite their digital competence 

and technical readiness, everyone had to transition to 
distance learning in a short time, which also caused a 
lot of data protection issues. The Inspectorate gave 
guidelines to all schools, and a video seminar for 
educational institutions was held in autumn. When 
transitioning to distance learning, it was first 
necessary to find out the legal basis for the data 
processing in a video lesson. In addition, dozens of 
other issues related to access and recording had to 
be addressed. 

The streaming of classes in the case of blended and 
distance learning takes place for the performance of 
a public task and does not require prior consent.

In the case of distance learning, all studies take place 
virtually for the purpose of organising studies. 
However, in the case of blended learning, there 
should always be a real need (e.g. an agreement with 
a parent whose child must be quarantined, sick 
leaves, etc.). It is up to the school to decide whether 
and under what conditions anyone will be offered a 
blended learning opportunity.

L ast year, the Inspectorate also received a 
large number of appeals from people regar-

ding video surveillance by their neighbours. Conflict 
is usually caused by either not knowing of who is 
watching you or a perceived invasion of privacy.

‘The house is co-owned and one day, a neighbour 
installed a security camera without asking me.’

‘The cameras are filming the sports field, but I do not 
know whose camera it is.’

‘The neighbouring lot has garages and one of the 
garages has a camera on top of it that is directed into 
my window. I live on the first floor and feel that my 
right to the integrity and privacy of my home has 
been violated.’

It is always possible to use separate communication 
with the teacher for absent children, such as with 
home schooling, or to temporarily provide the 
opportunity to retake assignments and offer 
counselling. It is technically difficult to conduct 
blended learning because the teacher moves around 
the classroom and is not constantly in front of the 
camera, their voice is not always heard, and the 
background noise makes it difficult to listen to the 
teacher. This way of teaching may not provide the 
desired goal. However, communicating with the class 
via video helps the student to feel that they are part of 
the class. The Inspectorate pointed out that the 
installation of any stationary camera in the classroom 
is not justified in the case of blended learning.

Only designated persons can have access to the 
broadcast. If the service makes it possible, access to 
the environment could be further protected with a 
password. The teacher should be able to make sure 
that the video is only viewed by the intended children, 
meaning that even the parents cannot watch is 
without prior agreement. The teacher may require the 
student to turn on their camera as well. If the goal is to 
attend a class and conduct a class, there is no reason 
to record it. If a student is absent from class, they 
should retake it like they would in contact learning.
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The purpose of the video 
surveillance, the legal basis, 
the name of the controller, 
and information on where the 
person entering the surveil-
lance area can read the 
conditions of data protection 
or ask about the processing of 
their personal data must be 
indicated on the sign.’

 ‘The building has security cameras that also film the 
gardens in the neighbouring lot. The residents are not 
okay with this and we demand that the cameras be 
removed immediately.’

In 2020, the Inspectorate started more systematic 
information work so that video surveillance 
organisers could take better account of human rights 
and so that their activities would be transparent.

In cooperation with the Centre of Registers and 
Information Systems, an IT-based video surveillance 
sign generator was completed. To do this, it was 
necessary to map out the minimum information 
requirements that each sign should contain. The 
requirements for the sign arise from Article 14 of the 
GDPR.

VIDEO SURVEILLANCE IN COMMON 
AREAS

A s security cameras often cause problems in 
apartment associations, the Inspectorate com-

piled a comprehensive article on how to operate 
security cameras in residential areas and published it 
on the website aki.ee (‘Kaamerate kasutamine 
elamualadel – www.aki.ee).

One of the aims of the article was to make people 
think about whether the use of a security camera 
fulfils its purpose and how to use the camera in a way 
that does not unduly infringe on anyone’s right to 
privacy.

Some important facts in the article

When using a stationary camera, personal use is only 
allowed if you only film the area you own (your own 
apartment or only the door of your own apartment or 
your own private house and its yard). In this case, it is 
not necessary to inform anyone, but the recordings 
may not be used for any other purpose than personal 
use (e.g. publishing on the Internet). Thus, when 
using a stationary camera for a personal purpose, it 
cannot be used to film a public or shared area, such 
as a street, an apartment building staircase, an 
adjoining yard, etc.

The decision should always include an assessment 
of the severity of the hazards and the likelihood of 
their occurrence, as well as an analysis of 
alternatives to mitigate security risks (e.g. security 
door, alarm, additional lighting). For example, if you 
want to protect bicycles stored in the stairwell from 
being stolen, you have to install the camera so that 
only the storage area of the bicycles is visible, which 
means that you do not have to install cameras on all 
floors of the stairwell. If, after the assessment, it 
appears that other security measures have been 
exhausted and that the installation of cameras is  

unavoidable, their presence must not unduly infringe 
on the privacy of any apartment owner (e.g. the 
camera films one particular door). Pay attention to 
which area has to be in the field of view of the 
camera and whether the camera has a zoom and 
audio recording function in addition to the image, etc. 
There is no reason to use a camera that records 
audio in protecting your property. Potential thieves 
are unlikely to talk near the camera, so this feature 
does not make it easier to find them but unduly 
compromises the privacy of other people on the 
recording.

Judgment of the Court of 
Justice in Case C-708/18 
states that when assessing the 
necessity of processing, the 
controller must, for example, 
assess whether it is sufficient 
for the video surveillance 
system to work only at night or 
outside normal business hours 
and to block or blur video 
images in places where video 
surveillance is not required.’

The decision of the association must be adopted at a 
general meeting with the right to vote and the 
decision of the board along is not enough.

The Inspectorate pointed out that the use of a 
dummy camera or an unconnected camera gives 
people the impression that they are being filmed, 
which is why the owner of such a device must be 
prepared to give explanations to both the people 
in front of the camera and the supervisory 
authority.
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VIDEO SURVEILLANCE IN TOILETS

The Inspectorate also received complaints about 
cameras installed in toilets. For example, the Inspec-

torate issued a precept-warning to the Rakvere 
Kroonikeskus Centre to remove the cameras installed 
in the toilets. As a result of an inquiry of the 
Inspectorate, cameras were also removed from the 
toilets of the Park Centre in Jõhvi.

The Inspectorate continues to take the view that it is 
not acceptable to use cameras in lounges, changing

CONFUSION AMONG EMPLOYEES

One of the biggest problems was the fact 
that the data processing is not transpa-

rent. The employees have not been properly informed 
and there is often no information in the rules of work 
organisation. Personal data may be processed with 
the use of cameras on legal grounds – for example, 
on the basis of legitimate interest or if the obligation 
to use the cameras arises from a specific law. 
Legitimate interest as a basis for the processing of 
personal data can only be invoked if the data 
processor has weighed up the interests of the 
employee and the employer and concluded that the 
use of cameras does not unduly prejudice the 
interests of the employees.

Legitimate interest as a basis 
for the processing of personal 
data can only be invoked if 
the data processor has 
weighed up the interests of 
the employee and the 
employer and concluded that 
the use of cameras does not 
unduly prejudice the interests 
of the employees.’

rooms, toilets, and showers, including in offices and 
shopping or sports centres. In situations where the 
aim is, for example, to prevent vandalism or incidents 
involving the handling or use of a narcotic substance, 
it is essential to consider alternative measures that 
are less intrusive on the privacy of individuals than 
the use of surveillance devices.

One of the most important requirements is to inform 
the people in the field of view of the cameras both 
about the legal basis of data processing and the 
more precise purposes of surveillance, including 
allowing the employees to inspect all relevant 
documents. Unfortunately, the past year showed that 
this is often not the case. However, the employer 
must be able to provide information and explanations 
to employees at all times. There must also be signs 
informing the people that the area is being filmed. As 
we receive many questions and complaints on these 
topics, a number of explanatory materials for the 
video surveillance organiser have been added to the 
website of the Inspectorate.

In summary, the employer must:

(a) document the assessment of legitimate interest,
(b) indicate the data protection conditions setting
out the conditions and purposes of the use of the
cameras; and
(c) install video surveillance signs.
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ELECTRONIC DIRECT MARKETING AND TELEPHONE 
SALES CONTINUED TO CAUSE MANY COMPLAINTS

S pamming continued to be a problem last year. 
The complaints reflected that the problem was 

still obtaining the email addresses of various 
natural persons and sending emails to them 
without their prior consent. Often, the data 
processors did not give explanations as to 
from where the email address was obtained 
and on what legal basis the email was sent 
to the person.

Last year, problems were also caused by forest 
businessmen who called people in the hope of buying 
a property or helping to sell an existing plot of land.

The data on land is obtained from the land register 
and all kinds of other databases. However, it is 
questionable from where the mobile phone numbers 
of natural persons are obtained. In some cases, they 
are obtained from the commercial register if 
someone has added their personal number to their 
business, members of their apartment association, 

and so on.
However, there are also situations where the phone 
number of the person is not publicly available 
anywhere, but the caller even knows their name and 
that they own the registered immovable. For example, 
there was a call to a child of a landowner. The caller 
knew that the parents of the person picking up the 
phone owned a registered immovable. Interestingly, 
data processors have stated that the numbers are 
randomly generated. Another standard answer is that 
the number is derived from an old database that no 
longer exists.

Collecting telephone numbers from random 
databases is not in line with the initial purpose of 
their disclosure. Therefore, it is not allowed to collect 
numbers from databases in order to start calling 
them. If a number is published for the purpose of 
selling a used car, it is not permitted to call the 
person and offer them the opportunity to sell their 
registered immovable or try to sell them vacuum 
cleaners, for example.

Telephone salespeople, who call computer-
generated numbers without knowing who will answer 
the call, also continued to cause problems. The 
Inspectorate also received such complaints, but we 
cannot help these people as not all sales calls can be 
avoided. It is, however, possible to ask the company 
not to call you again.

In addition, when legal persons contact the 
Inspectorate with the concern that they are sent 
electronic direct marketing without their prior 
consent, all we can do is explain the situation. While a 
natural person must first give consent to be sent 
advertisements, it is possible to send them to a legal 
person without prior consent. However, the email 
must include an unsubscribe link. If a new email is 
sent after unsubscribing, it is a violation of the 
requirements of the Electronic Communications Act.

If Estonia imposed administrative fines, the 
proceedings would certainly be more efficient. We 
talked about the problem with serial spammers in 
more detail in the yearbook of 2019.

First of all, I would like to 
congratulate you on an important 
milestone. This is the 50th time 
that you are proposing I sell my 

land.
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MORE CLARITY WAS EXPECTED FROM THE 
CONDUCT OF STUDIES FOR POLICY DEVELOPMENT

PROCEDURE FOR DETERMINING THE RIGHT TO CARRY 
OUT BACKGROUND CHECKS: AIR CARRIER, AIRPORT, 
AND THE INTERNAL SECURITY SERVICE

T he Inspectorate issues permits for conducting 
studies for policy development. Last year, we 

issued 32 permits. During the processing of permit 
applications, it became clear that the organisers of 
the studies do not want to inform the data subjects 
about the studies. There are many reasons for this, 
from unreasonably high workloads to high costs.

However, this may cause the individual as a data 
subject to feel that the process of conducting the 
study may be covert. The position of the Inspectorate 
is that it is not always necessary to inform the 
persons but the point of view of the persons should 
also be considered – we all want to know if 
something is done with our data, and we also have a 
legitimate expectation for that. The same issue has 
been pointed out by ethics committees.

L ast year, the Inspectorate received an application 
for intervention in which the applicant requested 

clarification of the role of Tallinn Airport in reviewing 
the applications for identification cards of the air 
carrier Regional Jet OÜ to the Estonian Internal 
Security Service and whether there is a legal basis for 
this. 

This is in violation of data protection principles. In 
practice, the employer only has to check for the 
presence of a container of encrypted files or a sealed 
envelope. The same principle applies to the 
applications for applying for personnel security 
clearance.

The opinion of the Inspectorate is shared by the 
Chancellor of Justice, who came to the opinion that 
the person to be inspected must be able to submit 
the questionnaire directly to the person performing 
the security inspection, either encrypted or in another 
way. Although the security check regulation does not 
currently provide for such a possibility, it is the one 
and only way in terms of data protection.

The reference to the obligation of the employer to 
verify compliance with the formal requirements of 

The organisers of the studies should think about the 
sample size and assess the possibility of informing 
people. In e-Estonia, this is made easier thanks to the 
possibility of easily communicating with people 
electronically. Therefore, where possible, the 
organisers should make every effort to inform people 
about the processing of their data. Contact 
information is available either in the population 
register or often in databases. The Inspectorate is of 
the opinion that in the future, the organisers of 
studies for policy development should make a greater 
contribution to increasing the transparency of the 
processing of personal data.

the questionnaire must be interpreted in accordance 
with the principles set out in the GDPR and the 
Personal Data Protection Act. One such principle is 
data minimisation – as little data as possible should 
be collected to achieve the desired purpose. The 
Internal Security Service or the Foreign Intelligence 
Service decides on the granting of personnel security 
clearance, and in the opinion of the Inspectorate, a 
unit or person organising a state secret in an agency 
or enterprise may not examine special categories of 
personal data in the application. It must be 
acknowledged that clause 23 (5) of the ‘Procedure 
for the protection of state secrets and classified 
information of foreign states’ is poorly worded and 
the verification of compliance with formal 
requirements could seem to include the verification 
of the content of the questionnaire. However, if that 
provision is interpreted in the light of the GDPR and 
the Personal Data Protection Act, the check on 
compliance with the formal requirements must be 
limited to a check on the existence of files.

The questionnaire includes, among other things, very 
personal and sensitive information, such as alcohol 
and drug use (including trying them once), visits to a 
psychologist and psychiatrist, gambling, etc. The 
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WHY HAS MY HEALTH DATA BEEN VIEWED?

The year of the coronavirus pandemic increased 
the awareness of people in regards to their health

data and therefore, they were more skilled in 
monitoring their patient portal logs more, which made 
them wonder if their health data had been viewed for 
good reason.

Last year, we had many complaints about the viewing 
of health data in the patient portal due to a software 
bug in a new service. The Health and Welfare 
Information Systems Centre (TEHIK), in cooperation 
with the Ministry of Social Affairs and the Family 
Physicians Association of Estonia, created a service 
where family physicians can make a practice list-
based query to the Health Information System for all 
the patients in the practice list regarding COVID-19 
test results. However, the program made queries to 
the Health Information System at close regular 
intervals, resulting in an unreasonable number of logs.

The Inspectorate had an informative role to play in 
this solution, as many people were not sure who to 
turn to with their questions. We passed on the 
information received from the Health and Welfare 
Information Systems Centre as clearly as possible 
and kept up to date with the situation to ensure a 
comprehensible overview of who makes inquiries into 
the health data of persons and for what reason.

In most cases, the Inspectorate was able to 
confirm that the purpose of an ‘unnecessary’ 
inquiry was not to obtain information on a 
specific patent, but the system simply displayed 
the names of all those who took the COVID-19 
test. It is then possible to find out from the 
logs whose health data has actually been 
viewed by health care providers.

The Inspectorate also initiated misdemeanour 
proceedings on the basis of subsection 71 of the 
Personal Data Protection Act due to illegal 
processing of health data.

As in previous years, the reason for initiating the 
procedure was the interest of medical staff, above all, 
in the health data of their relatives or acquaintances, 
which often made the procedure emotional and more 
complicated than usual. The Inspectorate had to 
ensure that both parties were equal and do 
everything possible to ensure that health care 
providers who violated the rule of law understood the 
illegality of their actions.

Health care providers and persons involved in the 
provision of health services must not take advantage 
of their position. Access to special categories of 
personal data is meant only for the provision of 
health services and, unlike health care professionals, 
other people do not have access to health data. 
Therefore, there is no justification for taking 
advantage for personal gain as allowed by the 
legislator in this manner.

The procedural fines were not high, but account has 
been taken of the fact that people generally 
understood what they had done wrong and the fine 
has been used as a tool to prevent similar situations 
in the future. In some cases, summoning a person to 
testify was already a sufficient punishment.

personal data questionnaire thus clearly contains 
special categories of data, the processing of which is 
more strictly regulated. Among other things, data on 
former and current partners can be qualified as 
special categories of data, from which conclusions 
can be drawn about sexual orientation. As a result, 
very personal and deeply intrusive personal data, in 
the sense of the GDPR, are processed. Therefore, 
special attention must be paid to the principles of 
personal data processing arising from the GDPR and 
the Personal Data Protection Act. In order to identify 
deficiencies, it is not necessary for the structural unit 
of the employer to examine the data in the 
questionnaire; these deficiencies can be pointed out 
by the agency which performs security checks itself.

If there are any deficiencies in the questionnaire, 
thanks to procedural economy and the principle of 
data minimisation, the agency which performs 
security checks can communicate directly with the 

person. This solution is faster and less burdensome 
for the parties. Furthermore, the administrative 
relationship arises between the applicant and the 
agency which performs security checks, not between 
the agency which performs security checks and the 
employer, as the identification card is issued to a 
person and not to the authority or company.

The Inspectorate issued a precept to the airport in 
which it obliged the airport to submit the personal 
data questionnaire of the applicant for the 
identification card of the employees of the air carrier 
to the Internal Security Service in encrypted or sealed 
envelope in accordance with section 469 of the 
Aviation Act. The Airport is also not allowed to make a 
copy of the paper questionnaire, and paper copies of 
the collected personal data questionnaires must be 
handed over to the Internal Security Service or 
destroyed if the Internal Security Service does not 
need them. The airport complied with the precept of 
the Inspectorate.
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WHY DID BUYING PRESCRIPTIONS FROM E-PHARMACIES 
FOR ANOTHER PERSON HAVE TO BE STOPPED?

The last day of November last year marks the 
decision to suspend the publication of the presc-

ription information of another person in e-pharmacies, 
which showed how difficult it can be to find a solution 
if there are many parties in the process. No solution 
has yet been found at the time of publishing this 
yearbook, but the most important activities to date are 
described in this article.

At the end of November 2020, the Inspectorate 
discovered that in three e-pharmacies (apotheka.ee, 
sydameapteek.ee, and azeta.ee), it is possible for 
everyone to get acquainted with the prescriptions 
issued to another person by entering their personal 
identification code1. The e-pharmacy required a login 
with an ID-card and the personal identification code of 
another person had to be entered, after which all of 
their outstanding prescriptions were immediately 
displayed. After that, it was possible to buy the 
prescription medicine or leave the e-pharmacy without 
making a purchase. However, the person to whom the 

1 The information displayed included the time of the prescription, the name of the 
prescriber, the prescription period, the active ingredient(s), and reference to the disease (or 
group of diseases) in which the medicine is used (e.g. anti-asthma medicinal products; acne 
products; other medicinal products for the nervous system; cardiovascular system; 
urogenital system, and sex hormones).

prescription was made did not have an overview of 
who had viewed their prescription information and 
when, because the Prescription Centre on the web-
site www.eesti.ee only shows which pharmacy has 
viewed their data and when. This process did not 
establish in any way whether the user who logged in 
and viewed the prescriptions (health data) of anot-
her person had a legal basis (legal or authorised right 
of representation) to receive the prescription data.

In Internet banks, it would be unimaginable for it to be 
possible to view the current account statement of 
another person or make payments with their account 
simply by knowing their personal identification code. 
Prescription data are health data, i.e. special 
categories of personal data in accordance with to the 
GDPR, which should be protected even more 
carefully.

The Inspectorate assessed the risk to data sub-
jects as very high, which is why it exceptionally 
exercised the right granted cause § 40 (3) 1) 
of the Administrative Procedure Act to issue an 
administrative act without hearing the objections 
of the participant in the proceeding. On 30 

THE RIGHT OF SUCCESSORS TO RECEIVE HEALTH DATA

The Inspectorate received further questions related 
to health in addition to the worries of people in 

regards to their health data being viewed. One of the 
most important examples is successors requesting 
health data of their deceased loved ones. Often, 
hospitals did not provide people with the health 
history of their deceased loved ones.

In accordance with section 9 of the Personal Data 
Protection Act, the personal data of a deceased 
person can be processed with the consent of their 
successor. The question arose as to the proof that a 
succession certificate provides. People were 
concerned that the succession procedure could last 
up to 30 years, but this is a limitation period for 
claims arising from the General Part of the Civil Code 
Act, and the succession procedure itself will certainly 
not last that long.

In order to understand this, it is necessary to look 
at the Law of Succession Act which states that with 
the acceptance of a succession, all rights and 
obligations of the bequeather transfer to the suc-
cessor except those which by their nature are 
inseparably bound to the person of the bequeather.

 In its decision 3-20-1519, the Tallinn Administrative 
Court has found that personal data are rights and 
obligations related to the person of the bequeather. 
The court has clarified that upon interpretation of 
subsection 9 (2) of the Personal Data Protection Act, 
the provision must be understood as meaning that a 
person must first prove that they are the successor. 
This can be done with a succession certificate. The 
Inspectorate has previously said that if health data is 
needed earlier, it is possible to prove succession by 
applying for a declaration of acceptance of 
succession. This does not prove that the person will 
definitely become the successor of the property, but 
the notary will presumably check upon the 
submission of the application for succession that the 
person is entitled to succeed at all. The final 
assessment of which document is accepted as proof 
of the right of inheritance is made by the data 
processor (health care provider, the Health and 
Welfare Information Systems Centre, etc.). However, 
this is not the case in the light of the court decision, 
and the person must still have a real succession 
certificate in order to obtain the health data of the 
deceased.
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pany which concludes contracts with a public sector 
body or submits any documents to a public sector 
body must also take into account that the public 
sector body cannot agree with the company on the 
confidentiality of the information. A public sector 
body may restrict access to information only if there 
are legal grounds for doing so. For example, no 
contract can be fully covered by a business secret. 
The parties to the contract, the subject of the 
contract and, in the case of service contracts, the 
amount of the contract must always be public. If the 
contract also contains dispute settlement 
procedures, force majeure provisions, etc., such parts 
of the contract cannot be covered by business 
secrets either.

‘Quite often, the Inspectorate 
receives complaints that the 
request for information is not 
complied with on the grounds 
that the other party to the 
contract considers that all 
information is a business 
secret and that the holder of 
the information has not as-
sessed at all whether and 
which documents include bu-
siness secrets.’

As a rule, such disputes end with a precept where the 
holder of the information must assess the existence 
and extent of the business secret in the requested 
documents.

Last year, the Inspectorate also had a case in which a 
person disclosing information declared the 
documents restricted information on the basis of 
clause 35 (1) 17) of the Public Information Act 
although the company found that not all documents 
contained business secrets. To avoid a situation 
where restrictions are imposed just in case, the 
Inspectorate recommends that before concluding 
contracts, the company be allowed to indicate what 
is considered a business secret in a document. Even 
if it is not possible to ask for this during the 
transmission of documents and a restriction has 
been imposed on the document, in case of a request 
for information, the holder of the information must 
still find out whether and which specific document 
contains a business secret. If necessary, the other 
party should be asked for explanations.

Last year, there was a surprising amount of people 
who were confused as to when a request for 
information is made in the sense of public 
information and in which case is it a request for 
information made about oneself within the meaning 
of the GDPR. This did not cause any problems before 
the entry into force of the GDPR because in both 
cases, the deadline for replying to a request was five 
working days. However, after the entry into force of 
the GDPR, the request for information about a 
specific person must be answered within one month. 
In several cases, a complaint was filed after five 
working days had passed since the person asked for 
their data.

CHALLENGE PROCEEDINGS

L ast year, more appeals were lodged than usual 
against the decisions of the Inspectorate to 

close proceedings. The appellant was not satisfied 
with the termination of the proceedings and 
considered that the Inspectorate should issue a 
precept to the holder of information. It was striking 
that it was increasingly important for the appellants 
that the data processor be penalised. It is also often 
irrelevant whether or not data processing is 
terminated. For example, the Inspectorate had 
complaints where the Inspectorate had not satisfied 
the complaint of an appellant regarding the request for 
their data as this would have harmed the rights of 
other persons. The appellant considered that as the 
correspondence had been forwarded to the 
Inspectorate, the Inspectorate should forward it to 
them. The Inspectorate rejected the challenge on the 
grounds that the right to access one’s personal data is 
not absolute – the right of a person to receive data 
about themselves and the right of another person to 
freedom of opinion and privacy must be considered.

If the release of data concer-
ning the person submitting 
the challenge may infringe the 
rights of other persons, the 
data concerning them will not 
be released to the person 
(Article 15 (4) of the 
GDPR).’

In addition, the Inspectorate does not ask the 
agencies for data about the appellant or pass it on to 
the appellant. The Inspectorate checks the lawfulness 
of the refusal to issue data and, if a violation is 
established, obliges the agency to release the data.
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TEABENÕUETELE VASTAMINE 

Aasta aastalt on kasvanud kodanike arv, kes esita-
vad asutustele hulgaliselt teabenõudeid ning kui 

tähtaegselt või soovitud kujul vastust ei saa, siis esi-
tavad vaide inspektsioonile. Iseenesest on igal isikul 
õigus teabenõudeid esitada, kuid kui see on saanud 
kellegi nn „täiskohaga tööks“, siis tekib küsimus, kas 
sellisel kujul teabe küsimise võimaldamine on ikka ol-
nud seadusandja eesmärk? Olenemata eeltoodust on 
teabevaldajal siiski kohustus teabenõuetele vastata. 
Selleks tuleb alati hinnata, mida teabenõudja oma tea-
benõudes on soovinud ning kas tegemist ikka on tea-
benõudega  või on hoopis selgitustaotlusega. 

Kui teabevaldaja keeldub teabenõude täitmisest, siis 
tuleb seda ka põhjendada, nii ütleb AvTS § 23 lg 3. 
Seega ei saa pidada põhjendatuks keeldumist, kui tea-
bevaldaja keeldub teabenõude täitmisest põhjusel, et 
teabele kehtivad juurdepääsupiirangud. Selliseid keel-
dumisi on praktikas üsna tihti, kus ei vaevuta hindama, 
kas ja mis osas dokumendile piirangud kehtivad. Tea-
bevaldajad saavad keelduda teabe väljastamisest ai-
nult juhul, kui keeldumiseks on seadusest tulenev alus. 

„Kui dokumendid sisalda-
vad mingis osas piiranguga 
teavet, ei tähenda seda, et do-
kumente teabenõude korral ei 
väljastata. Sellisel juhul tuleb 
väljastada see osa teabest või 
dokumendist, millele piiran-
gud ei laiene (AvTS § 38 lg 2).“

Samuti on üheks levinud rikkumiseks tähtaegselt tea-
benõudele vastamata jätmine. Juhul, kui kodanik on 
pealkirjastanud oma pöördumise „Teabenõue“, kuid 
sisult on tegemist selgitustaotlusega, tuleb sellisele 
pöördumisele vastata viie tööpäeva jooksul, keeldudes 
teabenõude täitmisest ja selgitada, et tegemist on sel-
gitustaotlusega. Kodanik ei pea teadma, millal on tema 
pöördumise puhul tegemist selgitustaotlusega ja millal 
teabenõudega. Küll aga peab seda teadma teabeval-
daja. Kuigi eeltoodud probleemist on aastaid räägitud, 
oli see jätkuvalt kõige suurem vaiete esitamise põhjus.

Eelmisel aastal oli ka mitmeid juhtumeid, kus teabe-
nõudja adresseeris oma teabenõude just konkreetsele 
ametnikule ja nõudis, et just see ametnik talle vastaks. 
Kuna teabevaldjaks on asutus, mitte tema töötaja, siis 
ei saa teabenõudja eeldada, et talle vastaks just see 
ametnik, kellele ta teabenõude esitas. Ka võib selline 
konkreetne ametnikule esitatud teabenõue tuua kaasa 
selle, et teabenõudele jääb vastus tähtaegselt saama-
ta. Seda põhjusel, et kui isik viibib näiteks puhkusel või 
on haige või on tal jäänud teabenõue tähelepanuta. 
Kui teabenõuet ei ole saadetud ka asutuse üldise-
le meilile, siis  ei saa ka asutus tagada teabenõudele 
tähtaegselt vastamist. Eeltoodu ei tähenda seda, et 
ametnike e-posti aadressidele ei tohiks teabenõudeid 
saata, kuid soovitatav oleks see lisaks saata ka asutuse 
üldisele meilile.
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KOHALIKUD OMAVALITSUSED SEIRES

Möödunud aastal viis inspektsioon läbi  järjekordse 
seire kohalike omavalitsuste veebilehtede ja do-

kumendiregistrite ülevaatamiseks ja puuduste tuvas-
tamiseks. Seire viidi läbi ajavahemikus 26.08 - 21.09. 

Eesmärgiks oli vaadelda, kuidas omavalitsused täida-
vad avaliku teabes sätestatud teabe avalikustamise 
nõudeid. Valiku tegemisel, millise teabe avalikustamist 
kontrollida sai lähtutud ka sellest, mille osas on esita-
tud kaebusi, mis on seaduses muutunud ning millise 
teabe leidmine võiks olla kodanikule oluline.  Samuti 
kaardistada üldist teabele avalikustamise olukorda 
omavalitsustes.

Lisaks pidas inspektsioon vajalikuks hinnata dokumen-
diregistris dokumendile juurdepääsu võimaldamise ja 
AK (asutusesiseseks kasutamiseks) teabe kaitsmise 
olukorda.

Seire käigus vaadati: 
1.	 Kas andmekaitsespetsialisti (AKS) andmed on lei-

tavad võrgulehelt, äriregistrist?
2.	 Andmekaitsetingimuste avalikustamine.
3.	 Riigihangete avalikustamine, sh hankeplaani ja 

hankekorra leitavust.
4.	 Volikogu õigusaktide ja protokollide avalikustamist.
5.	 Eelarve avalikustamist.
6.	 Personalikäskkirjade avalikustamist (puhkus, lisa-

tasud).
7.	 Sotsiaaltoetuste andmise kordade, sh avalduste 

vormide leitavaust. 
8.	 Dokumendiregistri kaudu e-kirjadele juurdepääsu.
9.	 AK märgete kajastamist dokumendiregistris ja AK 

teabele juurdepääsu võimaldamist.
10.	 Füüsiliste isikute nimede avalikustamist dokumen-

diregistris.
Kuna alates 15.03.2019 ei luba AvTS § 36 lg 1 p 9 tun-
nistada asutusesisesiseseks kasutamiseks mõeldud 
teabeks  dokumente riigi, kohaliku omavalitsuse üksu-
se või avalik-õigusliku juriidilise isiku eelarvevahendite 
kasutamise ning eelarvest töölepinguga töötavatele 
isikutele makstud töötasude ning muude tasude ja 
hüvitiste kohta, siis seires vaadati, kas ja kuidas oma-
valitsused avalikustavad nii puhkuste kui lisatasude ja 
preemiate maksmise käskkirju. 

Inspektsioon kontrollis väljapool seiret veel pisteliselt 
detailplaneeringute avalikustamist, dokumendiregist-
ris metaandmete korrektsust ja teavet veebilehtedele 
ligipääsetavuse kohta kas eriolukordades või kui veebi-
külastaja ei saa infot tarbida tavapärases tähenduses.

Kokkuvõte

Kokku oli võimalik saada maksimaalselt 10 punkti.  
Maksimumpunktid sai Põlva Vallavalitsus, kelle osas 
pistelise kontrolli käigus puudusi ei tuvastatud. 
9,75 punkti said 3 valda, kelleks olid Mustvee Vallvalit-
sus, Põltsamaa Vallavalitsus ja Jõhvi Vallavalitsus
Seire käigus anti asutustele ka värvid vastavalt seire 
tulemustele. Nii said rohelise värvi asutused, kelle tu-
lemuseks oli 8-10 punkti, kollase värvi said need asu-
tused, kelle tulemuseks oli 5 – 7,75 punkti ning alla viie 
punkt saanud asutused oleksid saanud punase värvi. 
Seekord seire tulemusena keegi siiski punast värvi ei 
saanud. 79-st omavalitsust said rohelise värvi 42 oma-
valitsust ning 37 omavalitsust said kollase värvi.

Seire tulemustega saab tutvuda www.aki.ee.



40

VAIETEST

Pakendikomisjoni protokollide 
väljastamine

Juhtum leiab aastaraamatus käsitlust seetõttu, et asu-
tus jättis väljastamata teabenõudjale protokollid, mis 
olid asutusesiseseks kasutamiseks mõeldud. 

Juhtumiga1 saab tutvuda www.aki.ee menetluspraktika 
all, kuid kokkuvõttes leidis inspektsioon, et pakendiko-
misjoni protokollide mitteväljastamisel ei saa lugeda 
piisavaks põhjenduseks, kui Keskkonnaministeerium 
(asutus) piirab juurdepääsu AvTS § 35 lõike 2 punktiga 
3 - põhjendatud juhtudel asutusesiseselt adresseeri-
tud dokumendid, mida dokumendiregistris ei regist-
reerita (arvamused, teated, memod, õiendid, nõuan-
ded jm). Mõjuvad põhjendusi, miks juurdepääsu piirata 
vaja oleks, teabevaldaja ei esitanud.

Protokollide väljastamisel saab anda teabevaldaja vas-
tava selgituse lisaks, mis peaks välistama arvamuse, et 
komisjon on protokolliga teinud ka otsuseid. 

Lisaks oli teabenõudja teadlik, et tegemist on nõuand-
vate soovitustega ning ta sooviski vaadata, mis osas 
on minister nõuandva kogu arvamusega arvestanud. 
Teatud juhtudel võib olla oluline, et avalikkusele on 
loodud võimalus tutvuda ka otsust mõjutavate arva-
muste ja soovitustega, mis aitab teha  riigi otsused 
oma kodanikele läbipaistavaks ja kontrollitavaks. 

Inspektsiooni kohustas asutusel väljastama pakendi-
komisjoni protokollid. 

Dokumendi kavandile seatud 
juurdepääsupiirang

Keskkonnaagentuurile tehtud ettekirjutus-vaideot-
suses2 leidis inspektsioon, et teabevaldaja on valesti 
tõlgendanud avaliku teabe seaduse (AvTS) § 35 lg 2 
punkti 2. 

Keskkonnaagentuur leidis, et alaliste proovitükkide 
koordinaadid on dokumendi kavand, kuna neid and-
meid kasutatakse jätkuvalt ka tulevikus. Koordinaatide-

1 nr 2.1.-6/20/12

2 nr 2.1.-3/20/3918 l

ga proovitükid on juurdepääsupiiranguga teave, kuna 
need andmed kuuluvad dokumendi (milleks on SMI 
uuring) juurde enne selle dokumendi vastuvõtmist 
(samadele andmetele tuginedes avaldatakse ka SMI 
uuringud tulevikus). Lisaks väitis Keskkonnaagentuur 
algselt, et ka ajutiste proovitükkide asukohad on seo-
tud alaliste proovitükkide asukohaga. Hiljem viimasest 
väitest loobuti.

Ettekirjutusega kohustas inspektsioon teabevaldajal 
väljastada ka alalised inventuurid või leida muu õigus-
lik alus nende juurdepääsu piiramiseks.  Dokumendi 
kavandile saab kehtestada vajadusepõhiselt juurepää-
supiirangu, aga selle eeldusteks on, et piirang kehtib 
vaid kuni dokument on vastu võetud või allkirjastatud 
ehk dokumendist on valminud lõplik versioon, mida 
enam ei muudeta. Seega, kui küsitud teave ei ole oma 
loomult enam muutmisjärgus, vaid lõplikult kinnitatud 
dokument, ei saa sellist piirangu alust kasutada kõikide 
olemasolevate ja tulevaste (alates 1999. aastast kuni 
käesolevani) metsainventuuride koordinaatide kohta.

„Teabe väljastamine tähendab ka 
väljavõtte tegemist olemasolevast 
teabest, olenemata millisel kujul 
või teabekandjal teave asub. See 
tähendab, et avalik teave võib 
asuda ka muudel andmekandjatel 
ja olla kättesaadav muul viisil.“

Antud juhul tähendas see küsitud teabe väljavõtmise 
võimalust läbi vastava päringu ning ei eelda, et küsitav 
teave peaks juba küsitaval kujul enne teabevaldajal do-
kumendina olemas olema.

Inspektsioon leidis, et eelkõige peaks dokumendi ka-
vandi kasutamise juurdepääsupiirangu alus tagama 
selle, et kavandijärgus olev teave ei lähe aktiivselt ava-
likuks, mis võimaldaks selle laialdase jagamise nii, et 
teabe saajal ei oleks enam selgust, kas saadud teave 
on õige. See aga ei tähenda seda, et teave ei võiks olla 
huvitatud isikutele teabenõude korras kättesaadav. 

Keskkonnaagentuur tegi ajutiste SMI proovitükkide 
asukohad avalikuks. 
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Ärisaladus

Inspektsioonini jõudis üks avalikkust huvitav vaie, kus 
Rahandusministeerium keeldus AS-ile Ekspress Mee-
dia ärisaladuse tõttu väljastamast Eesti riigi ja advo-
kaadibürooga Freeh Sporkin & Sullivan vahel sõlmitud 
lepingut ja selle lisasid. 

Ärisaladuse aluse kasutamine ei anna alust teabe väl-
jastamisest keeldumiseks, vaid õiguse katta ärisala-
dust puudutav osa (laused või lauseosad) eelnevalt 
kinni.  Ärisaladus ei saa olla tunnetuslik, vaid peab vas-
tama ebaausa konkurentsi takistamise ja ärisaladuse 
kaitse seaduse § 5 lõikes 2 toodud tingimustele. 

Inspektsioon tegi vaideotsus ja ettekirjutus-hoia-
tuse1 kus leidis, et kuna ministeerium teabevaldaja-
na kehtestab dokumentidele juurdepääsupiirangud, 
peab ta ka suutma hinnata ja põhjendada, kuidas 
sellise teabe avalikustamine ettevõtja ärihuve kah-
justab (küsides vajadusel selleks neilt selgitusi 
oma). Pärast inspektsiooni sekkumist teave suures 
osas siiski väljastati ning ministeerium tunnistas, et 
juurdepääsupiiranguga teabe osakaal on vähene.  

1 nr  2.1.-3-20-2309
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ÕIGUSLOOME ARENGUD

2020. aasta oli väga viljakas eelnõude osas, 
mille kohta paluti inspektsioonilt ar-

vamust. Kavandatavate õigusaktide muudatusi tuli 
pea kõigist ministeeriumitest. Kõige rohkem esitas 
eelnõusid arvamuse saamiseks Sotsiaalministeerium. 
Ka Siseministeeriumis ning Majandus- ja Kommunikat-
siooniministeeriumis oldi viljakad ning lisaks saadeti 
inspektsioonile eelnõusid rahandus-, justiits-, haridus- 
ja teadus- ning keskkonnaministeeriumist. 

Üldiselt küsiti möödunud aastal kõige enam arvamust 
õigusaktide muudatustele, mis puudutasid andmeko-
gusid – olgu need muutused siis seaduse või põhimää-
ruse tasandil. Nii saabki öelda, et kõige enam märkusi 
on tulnud teha andmekoosseisude osas – miks min-
geid andmeid kogutakse ja miks just selliseid andmeid. 
Aga ka kogumise eesmärkide ja säilitamistähtaegade 
osas. Andmekoosseisud kipuvad eesmärgiga seon-
duvalt liialt laiaks minema, samuti ei ole selge, kuidas 
mingid koguda soovitud andmed andmekogu eesmär-
ki saavutada aitavad või sellega sootuks kooskõlas on. 
Säilitamistähtaegade osas tuli tihti aga tähelepanu 
juhtida sellele, et need on liiga pikad või ei suudeta 
põhjendada, miks just sellise tähtajaga säilitada soovi-
takse. Niisiis, läbivaks mureks andmekogude eelnõude 
juures oli igaks juhuks kogumine.

Kitsaskohad

Ilmselt valmistab õigusloojatele muret see, et õigus-
akti, eriti seaduse, muutmine on pikk ja keerukas prot-
sess, mistõttu soovitakse võimalikult palju olukordi 
tuleviku tarbeks ette näha. Nii aga tekivadki inspekt-
sioonil küsimused, miks mingeid andmeid nii kaua 
säilitada soovitakse või üldse kogutakse. Vastust tihti 
ei saa ka seletuskirjast. Näib, et alati ei mõisteta, mis 
eesmärki kannavad endas selged sätted ja võime omi 
valikuid seletuskirjas põhjendada. Inspektsiooni ko-
hustus on jälgida, et õigusloojad jälgiksid andmetööt-
luses andmekaitse aluspõhimõtteid – seaduslikkus, 
eesmärgipärasus, läbipaistvus ja minimaalsus. Õigus-
aktid – olgu need siis seadused või andmekogude 
puhul põhimäärus- peavad andma isikule vastuse, mis 
andmeid tema kohta kogutakse, miks kogutakse ja mis 
eesmärgil kogutakse. Vahel jääb mulje, et selgitusi an-
navad õigusloojad iseendale või äärmisel juhul teistele 

kooskõlastusringis olevatele asutustele. Nii on selgitu-
sed kas liialt keerukalt kirjutatud või napisõnaliselt, et 
sellest ainult asjasse pühendatud aru saavad. Ent ad-
ressaadiks on ju andmesubjektid ehk inimesed. 

Samuti kipuvad andmekaitsealased mõjuhinnangud 
kas puuduma või olema samuti napisõnalised. Sestap 
on tulnud mitmel korral tähelepanu juhtida vajadusele 
just andmekaitsealast mõjuhinnangut täiendada. Mõju 
inimeste privaatsusele kiputakse hindama ka pigem 
väiksemaks, kui see inspektsiooni hinnangul tihtipeale on. 

Suur probleem näib jätkuvalt olema Riigi Infosüstee-
mi Haldussüsteemis ehk RIHA-s andmekoosseisude 
muudatuste kooskõlastamised.

„Enamikel juhtudel, kui muu-
datus puudutab andmekogu 
põhimäärust, oli inspektsioon 
sunnitud tegema märkuse selle 
kohta, et RIHA uuendused on 
tegemata.“

Näiteks terviseinfosüsteem (TIS), mida möödunud 
aastal muudeti kolm korda ning mida kavandatakse 
2021. aastal taaskord muuta, ei ole andmestike osas 
kooskõlastusi RIHA-s tehtud aastast 2014. Lisaks eel-
nevale esineb tihti mõistete ebaselgust – kord kasu-
tatakse mingi asja kohta üht ja siis teist mõistet või 
jäetakse lahti seletamata, mida mingi mõiste all silmas 
peetakse.  Taaskord võib näha, et eelnõu väljatöötajad 
on oma teemas niivõrd nö sees, et unustatakse ära õi-
gusakti adressaadid ehk meie inimesed.

Eelnevalt sai juhitud tähelepanu juba sellele, et tihti-
peale soovitakse andmeid säilitada väga kaua, ega 
osata selgitada, miks selline säilitustähtaeg valitud on. 
Lisaks aga võis näha eelnõudes probleeme ka sellega, 
et sätestamata oli jäetud, mis juhtub andmetega siis, 
kui säilitustähtaeg möödub. Kas andmed kustutatakse 
või säilitatakse mingil muul viisil, näiteks anonüümse-
tena arhiivis ja juhul, kui seda tehakse, siis omakorda, 
kui kaua. 



43

Eelnev võttis üldistavalt kokku tähelepanekud ins-
pektsioonile kooskõlastamiseks saadetud eelnõudele. 
Mõistagi mõjutas eelmist aastat COVID-19 viirusest 
tulenev kriis, kuid nagu täna juba öelda võib, jätkub see 
veel ka käesoleval aastal. Kuivõrd tegemist on eelkõi-
ge tervishoiukriisiga, siis kõige suuremat mõju avaldas 
see ka tervishoiu valdkonna õigusaktidele, sest ilmne-
sid mitmed puudujäägid õigusraamistikus. Ühelt poolt 
on see mõistetav, sest mitmed seadused nagu näiteks 
ka hädaolukorra seadus oli ju selle loomisest peale nö 
riiulil seisnud, kuid nüüd tuli seda rakendama hakata ja 
nagu selgus, polnud seda luues suudetud üldse mõel-
da sellisele kriisile nagu meid nüüd kevadel 2020 ta-

Nagu öeldud, oli Sotsiaalministeerium 2020. aastal 
kõige viljakam ning seda arusaadavatel põhjustel.

Esimene tervise infosüsteemi (TIS) muudatus toimus 
veel enne tervisekriisi puhkemist ning olulisim muuda-
tus puudutas uusi andmestikke, mida TIS-i kantakse. 
Nimelt tuli teha märkuse selle kohta, et muudatuste 
tulemusel saab keskandmekogu üheks andmestikuks 
ka ravijuhiste andmestik, kuid tervishoiuteenuse kor-
raldamise seaduse vastav säte (§ 591 lg 4), mis mää-
ratleb ammendavalt, mis laadi andmeid võidakse ter-
viseinfosüsteemis töödelda, sellist andmestikku ette 
ei näe. Lisaks juhtis inspektsioon juba teistkordselt 
tähelepanu terviseandmetele juurdepääsu küsimuse-
le. Nimelt puudutas üks muudatus TIS põhimääruse §-i 
17, mille lõike 1 punktide 4 ja 8 järgi on andmesubjek-
til õigus keelata ja lubada oma andmetele juurdepääs 
ning võimaldada oma andmete vaatamist ja muutmist. 
Ehkki tuli teha märkuse ka selles osas, et kahe kirjelda-
tud õiguse erinevus on raskesti arusaadav, viitas ins-
pektsioon veel sellele, et juba detsembris 2019 olime 
juhtinud tähelepanu laiemalt TIS-i andmetele juurde-
pääsu küsimusele. Nimelt näeb üldmääruse art 9 lõige 
3 ette, et kui eriliigilisi andmeid töödeldakse art 9 lõike 
2 punkti h eesmärkidel (ennetav meditsiin, töömedit-
siin, töötaja töövõime hindamine, meditsiinilise diag-
noosi panemine, tervishoiuteenuste, sotsiaalteenuste 
või ravi võimaldamiseks, tervishoiu- või sotsiaalhoo-

bas. Seega on ühelt poolt arusaadav, et avastati puu-
dujääke nii tervise infosüsteemi regulatsioonis kui ka 
nakkuste tõrje ja ennetamise seaduses ning mitmetes 
muudes asjasse puutuvates õigusaktides. Siiski võib 
seadusloome kõrvaltvaatajana öelda, et neid muuda-
tusi iseloomustab kiirustamine ja kohatine läbimõtle-
matus. 

Järgnevalt saab ülevaate inspektsiooni kommentee-
ritud eelnõudest, mille osas oli rohkem kas avalikku 
diskussiooni või olid need inspektsiooni vaatest oluli-
semad või suurema mõjuga.

TERVISEINFOSÜSTEEMI PÕHIMÄÄRUSE MUUDATUSED

lekandesüsteemi ja -teenuse korraldamine), siis peab 
sellel andmetöötleja töötajal olema liidu või liikmesriigi 
õigusest tulenevalt ametisaladuse hoidmise kohustus. 
Tervishoiuteenuste korraldamise seaduse § 593 lõikes 
21 on märgitud, millistel tervishoiuteenusel osalevatel 
isikute on veel juurdepääs TIS-ile.

Samas ei ole arvatavasti kõigil neil seadusest tulenevat 
saladuse hoidmise kohustust. Seega ka uus muudatus, 
mis võimaldab isikul juurdepääse hallata, võib kaasa 
tuua olukorra, kus andmetele saab ligipääsu keegi, 
kes ei ole kohustatud ametisaladust hoidma. Lisaks 
juhtis inspektsioon juba teistkordselt tähelepanu, et 
üks andmeandjatest TIS-i on Haridus- ja Teadusminis-
teerium, kes edastab TIS-i õpilase andmed, lõpetatud 
haridustaseme andmed ja õppeasutuse andmed.  Et 
selliste andmete kogumise vajadus ja eesmärk ei ole 
selge, on saanud tähelepanu juba aastal 2018.

HOIA äpp

Järgnev TIS-i muudatus puudutas valdavalt nutiraken-
duse loomist (HOIA äpp). 

Esmalt juhtis inspektsioon tähelepanu, et andmevahe-
tus TIS-i ja nutirakenduse keskse serveri vahel peaks 
toimuma üle X-tee. 
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Teine tähelepanek puudutas koodide edastamist. Se-
gadust tekitas protsess – kuhu milline kood ja millal 
edastatakse. Segamini nimetati nii kinnituskoodi kui ka 
tuvastamiskoodi, aga kohati ka anonüümset koodi. Nii 
jäi arusaamatuks, kas tegemist on sünonüümidega või 
erinevate koodidega. Ka seletuskiri ei andnud vastust 
nendele küsimustele. Selgus, et andmevahetus on loo-
dud selliselt, et kinnituskood luuakse nutirakenduses, 
kust see edastatakse kasutaja poolt TIS-i. Kui TIS-is 
toimuvas kinnitusprotsessis selgub, et infosüstee-
mis tuvastatud isiku tervisedokumendid kinnitatavad 
diagnoosi, siis luuakse tuvastuskood. Seejärel edas-
tatakse nutirakenduse serverisse nii kinnituskood kui 
ka tuvastuskood ning edasi rakenduse kasutajale vaid 
kinnituskood. Inspektsioon märkis, et kui anonüümne 
kood, mida ka osati kasutati, on erinev kinnituskoodist, 
tuleks mõistetesse kindlasti selgust tuua.  Lisaks juhtis 
inspektsioon tähelepanu sellele, et andmekaitsealane 
mõjuanalüüs keskendus liialt tehnilisele poolele ja sel-
lele samale koodide vahetusele ehk andmevahetusele 
nutirakenduses, ent näiteks tähelepanuta ja hindamata 
oli jäetud kaudsed riskid. Ehk et, kas mingil võimalusel 
kasvõi kaudselt on võimalik ikkagi tuvastada, kui oled 
kinnituse saanud, et oled nakatunuga ühes ruumis vii-
binud ja seetõttu lähikontaktne, kellega tegemist on. 
Samuti, kas ja milline risk on selles, et rakendus annab 
nö valepositiivseid teateid. Kas näiteks on võimalik, et 
õhukeste kortermaja seinte läbi kaks lähestikku piisa-
vat aega olnud telefonid võivad andmeid vahetada ja 
anda seeläbi teate, et oled viibinud nakatunuga ühes 
ruumis, ehkki tegelikult ei ole või, kui koosolekul oli nii 
vähe inimesi ja pärast seda saad teate nakatunuga 
ühes ruumis viibimisest, kas siis ikkagi ei ole võimalik 
aru saada, et tegemist oli just selle koosolekul viibinu-
ga.

Kuna seletuskiri ütles nutirakenduse kohta, et see ise 
isikuandmeid ei töötle, juhtis inspektsioon tähelepanu 
sellele, et see päriselt siiski nii ei pruugi olla. Nimelt, 
kui on mingigi võimalus, et nutirakendus töötleb kas-
või pseudonüümitud andmeid, sh kui isiku tuvastami-
ne võib tänu rakendusele, kuid ka väljapool seda, olla 
kasvõi kaudselt võimalik, tuleb siiski kõiki andmekaitse 
nõudeid rakendada.

Lisaks tuli pöörata tähelepanu sellele, et ehkki nutira-
kenduse tunnuskood ja TIS-is loodav kinnituskood on 
eelduslikult unikaalsed, siis seletuskirjast võis aru saa-

da, et TIS-i kinnituskood luuakse TIS-i andmete pin-
nalt. Kuna aga TIS-is tekivad mistahes andmetöötluse 
korral logid, mis omakorda tähendab, et infosüsteemi 
tekib teave (tuvastuskood ja logi), mille pinnalt on või-
malik tuvastada nutirakenduse kasutaja isik ja nutira-
kenduse kasutatav kinnituskood. Seega saabki öelda, 
et andmetöötlus ei ole täielikult anonüümne.

„Soovitus oli anda selge ülevaade 
andmetöötlusest rakenduse ka-
sutajatele ka selle kasutajatingi-
mustes.“

Kolmanda TIS-i muudatuse osas oli olulisim märkus, 
mis puudutas paragrahvi 5 täiendust lõikega 11, mille 
kohaselt häirekeskusega liidestunud kiirabibrigaadi 
pidaja edastab infosüsteemi kiirabibaasi ja kiirabibri-
gaadi andmed viivitamata pärast asjakohase ressursi 
staatuse muudatust. Inspektsiooni hinnangul ei või-
malda infosüsteemi pidamise eesmärgid üldse selliste 
andmete edastamist TIS-i. Seletuskirjas küll viidati, et 
samad andmed (ressursiandmed) on kehtiva õiguse 
kohaselt kiirabi kaardi osa, mille andmed edastatakse 
TIS-i, kuid tegemist ei ole võrreldava olukorraga. Ni-
melt kiirabikaart on loodud selleks, et anda kokkuvõt-
vat teavet osutatud tervishoiuteenuse kohta ja ehkki 
see sisaldab ka teavet teenust osutanud kiirabibrigaa-
di kohta, kuid kiirabikaardi eesmärk ei seisne selles, et 
selle alusel hallata kiirabi autode kui ressursi kasuta-
mist. Lisaks ei selgunud eelnõust, milliseid andmeid 
hakkab häirekeskusega liidestunud kiirabibrigaadi pi-
daja TIS-i edastama. Nagu kehtivast TIS-i põhimääru-
sest nähtub, on sellest muudatusest ka loobutud.

Häirekeskuse poolt kiirabi hädaabiteate menetlemise 
käigus kogutud andmete edastamisele TIS-i oli ins-
pektsioonil samuti oma märkus.  Tähelepanu tuli juh-
tida sellele, et kas andmete töötlemise minimaalsuse 
ja eesmärgipärasuse printsiipi silmas pidades on kõiki 
eelnõus nimetatud andmeid siiski vajalik TIS-i edasta-
da, arvestades seejuures terviseinfosüsteemi pidami-
se eesmärke.  

Kui ennist sai viidatud, et TIS-i andmeid polnud RIHA-s 
alates 2014. aastast uuendatud, siis vahetult enne 
käesoleva ülevaate valmimist seda siiski tehti. Paraku 
aga selgus RIHA-sse laetud andmekoosseisust palju 

1 TTKS § 591 lg 4
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andmeid, mida TIS-i põhimäärus ei käsitle. Olgu öeldud, 
et tervishoiuteenuste korraldamise seadus, mis TIS-i 
aluseks on, annab vaid üldise määratluse sellest, mis 
andmeid TISi kogutakse. Ka TIS-i põhimäärus ei anna 
otseselt detailset loetelu andmetest. See, mis andmeid 
TIS-i kantakse, selgub paljusid erinevaid norme ja õi-
gusakte uurides. Siiski ei näe ükski norm ette, et TIS-i 
kantaks isiku kodakondsust, Eestisse elama asumise 
aega või abikaasa andmeid. RIHA-sse laetud andme-
koosseisu järgi liigub TIS-i ka apteegist retseptiravimi 
välja ostnud isiku isikukood. Samas digiloost patsient 
ise seda ei näe ning põhimäärus nende andmete TIS-i 
kandmist ei sätesta. Sama oli kiirabiteate teinud inime-
se andmetega – andmekoosseisust selgus, et see info 
liigub Häirekeskuselt TIS-i. Taolisi lahknevusi õigusakti 
ning tegelikkuse vahel oli teisigi.2 

Kokkuvõttes, tervise infosüsteemi primaarne eesmärk 
on olla keskne andmekogu inimesele kvaliteetse ter-
vishoiuteenuse osutamiseks seeläbi, et arstile on 
kättesaadav terviklik ülevaade patsiendi terviseand-
metest.  Paraku on imbunud, ning nagu näha, järjest 
rohkem TIS-i juurde andmeid, millel ei ole seost ter-
vishoiuteenuse osutamisega. Eesti riigi infosüsteemi-
de arhitektuuri üks kõige olulisem nõue on hajusus. St 
ühe suure andmepoti asemel on Eestis palju teemapõ-
hiseid andmekogusid, mis vahetavad omavahel vaja-
likke andmeid. Nii tuleb hoolikalt jälgida, et ka TISi-st ei 
saaks andmekogu, kuhu lisaks inimese terviseandme-
tele kogutakse kokku pool tema muust eluloost.

Siseministeeriumi edastatud õigusaktide eelnõu-
dest peatuks kahel – politsei andmekogu (POLIS) 

andmekogu, millesse tehtud muudatuste osas küsiti 
arvamust kahel korral ning isikut tõendavate doku-
mentide seaduse ja teiste seaduste muutmise eelnõu, 
millega luuakse automaatse biomeetrilise identifitsee-
rimissüsteemi andmekogu (ABIS).

Politsei andmekogu muutmise eelnõu

POLIS-e muudatused olid peamiselt seotud taaskord 
COVID-19 kriisiga või siis vähemasti sellest tõukunud. 
Esimene muudatus tuli arvamiseks juba aprillis ja teine 
juunis. Teadaolevalt vajas Terviseamet Politsei- ja Piiri-
valveameti (PPA) abi selleks, et kontrollida nii nakatu-
nuid kui ka lähikontaktseid, kes on karantiini määratud, 
et need tõepoolest ka neile seatud liikumispiirangutest 
kinni peaksid. Ent selgus, et erinevate andmekogu-
de vaheline andmevahetus ei olnudki ilma õigusakte 
muutmata võimalik. 

SISEMINISTEERIUMI ETTEVALMISTATUD EELNÕUDEST

Aprillis arvamiseks esitatud muudatuse eesmärgiks oli 
luua õiguslik alus andmete esitamiseks Terviseameti 
poolt POLIS-sse. Eelnõu kohaselt edastaks Tervisea-
met POLIS-sse andmeid ühiste infoobjektide, enneta-
va tegevuse ja otsimise andmestikku.

Inspektsioon juhtis esmalt tähelepanu selle-
le, et ehkki eelnõus oli märgitud, et Tervisea-
meti õigus nakkushaiguste registrist (NAKIS) 
andmeid edastada PPA-le tuleneb NAKIS-e 
põhimääruse § 11 lõikest 11, siis tegelikkuses 
andis viidatud säte õigusliku aluse NAKIS-le 
juurdepääsuks, mitte andmete edastuseks. Li-
saks ei võimalda  POLIS-e põhimääruse § 22 
lõige 2 POLIS-sse kanda mitmeid andmeid, sh 
andmeid isikute tervisliku seisundi ja seksuaa-
lelu kohta, välja arvatud kuriteo ennetamiseks, 
tõkestamiseks, avastamiseks või tagaotsita-
va tabamiseks. COVID-19 nakatunu karantiini 
nõuete täitmine ei kuulu ilmselgelt ühessegi 
nimetatud kategooriasse.

2 Vt 13.04.2021 nr 2.2.-8/21/879 „Tervise infosüsteemi mittekooskõlastus“
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Veel juhtis inspektsioon tähelepanu andmete säili-
tamise tähtaegadele. Nimelt sätestati küll, kui kaua 
Terviseameti andmeid aktiivsena säilitatakse, kuid jäi 
ebaselgeks, mis neist edasi saab. Eelduslikult kantakse 
arhiivi, kuid selgesõnaliselt seda välja öeldud ei olnud. 
Lisaks tuli märkida, et kui ka andmed kantakse arhiivi, 
siis POLIS-e põhimääruse § 25 sätestab arhiivile juur-
depääsu õigused, kus öeldakse, et arhiivist on lisaks 
andmesubjektile endale õigus andmeid saada polit-
seiametnikul ja muul isikul põhjendatud teadmisvaja-
duse olemasolul. Samas andmekaitsealane mõjuhin-
nang ei analüüsinud, millist riski see, et politseiametnik 
või muu isik võib ligipääsu saada ka COVID-19 haiguse 
diagnoosi saanud isiku andmetele. Samuti oli andme-
kaitsealane mõjuhinnang puudulik osas, mis puudutab 
teiste asutuste ligipääse POLIS-le ja seeläbi Tervisea-
meti poolt edastatavatele andmetele. Nimelt sätestab 
POLIS-e põhimäärus § 19 lõige 2, kellel lisaks PPA-le 
on ligipääs POLIS-le.

Juunikuine POLIS-e põhimääruse muudatus kordas 
osati sama, mis eelnev, mis oli juba küsitavusi tekita-
nud. Kuna aprillikuise eelnõuga viidi juba sisse POLIS-e 
muudatused, kus piiritleti Terviseamet andmeandjana 
üksnes 2020. kevadel kehtestatud eriolukorraga, siis 
uues eelnõus sooviti luua säte, mis ilmselt oleks tule-
vikku suunatud, et Terviseamet oleks andmeandjaks 
POLIS-sse hädaolukorras, erakorralises seisukorras ja 
sõjaseisukorras, kuid piiritlemata siis 2020. aasta ke-
vadise eriolukorraga.

Inspektsioon viitas, et kui eelmine POLIS-e põ-
himääruse eelnõu oli arusaadav selles osas, et 
andmeedastus on seotud nakkushaiguse levi-
ku tõkestamisega, siis uue eelnõu puhul polnud 
võimalik aru saada, millistel juhtudel tekiks Ter-
visametil kohustus andmed PPA-le edastada. 
Nimelt võib olla hädaolukord välja kuulutatud 
väga erinevatel põhjustel ning aru ei olnud saa-
da, kas andmeedastus toimuks mistahes häda-
olukorra korral. Samuti jäi arusaamatuks, kas ja 
miks ning mis andmeid edastaks Terviseamet 
erakorralise seisukorra ja sõjaseisukorra ajal. 

Taaskord tekkis küsitavusi andmete säilitamise kohta. 
Kuna seletuskirjas oli selgitatud, et organisatoorselt 
suudetakse tagada, et andmeid säilitatakse üksnes 
teatud sündmuseni, tuleks nii eelnõus selgesõnaliselt 
ka öelda. Nimelt toodi välja põhjusena, miks ei saa 
täpsemalt säilitamistähtaegu sätestada, soovimatus 
või võimatus uut infotehnoloogilist lahendust luua, 
kuid kinnitati, et organisatoorselt on lühemat säilitus-
tähtaega võimalik tagada. Samuti ei selgunud, millest 
lähtuvalt oli hinnatud kavandatud säilitamistähtajad 
sobivaks ja eesmärgipäraseks. 

Nii nagu eelmist eelnõud kommenteerides, tegi ins-
pektsioon taaskord märkuse arhiivis säilitamise täht-
aegade kohta – osati oli valitud tähtajaks lausa 50 
aastat, kuid selgitusi, miks just selline tähtaeg, ei olnud. 
Kuna POLIS-e andmetele on ligipääs ka teistel asutus-
tel, oli hinnatud mõjusid andmesubjektile ning leitud, et 
riive ei ole suur, mille osas jäime eriarvamusele. Nimelt 
ei anta kõigile sellisele asutustele, kellel on POLIS-le 
juurdepääs hädaolukorras, erakorralises seisukorras 
või sõjaseisukorras ülesandeid, mis õigustaksid Tervi-
seameti poolt edastatavatele andmetele ligipääsu. Se-
letuskiri jäi selles osas napisõnaliseks ja keskendus vii-
ruse vastu võitlemise vajaduse kirjeldusele, samal ajal, 
kui muudatus oli suunatud tulevikku ning olukorrad, mil 
Terviseamet peaks andmeid edastama, olid ühelt poolt 
laiendatud, kuid teisalt täpsustamata.

Võttes arvesse POLIS-e hetkel kehtivat regulatsiooni, 
tuleb siiski tõdeda, et kavandatav muudatus jäi ellu vii-
mata. 

Automaatse biomeetrilise identifitseeri-
missüsteemi (ABIS) andmekogu loomine

Üks olulisemaid eelnõusid Siseministeeriumi sulest 
2020. aastal oli isikut tõendavate dokumentide sea-
duse (ITDS) ja teiste seaduste muutmise eelnõu, mis 
loob õigusliku aluse automaatse biomeetrilise identi-
fitseerimissüsteemi (ABIS) andmekogu loomiseks.

Siseministeerium selgitab oma veebilehel, et auto-
maatse biomeetrilise isikutuvastuse süsteemi andme-
kogu ehk ABIS saab olema keskne riiklik andmekogu, 
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Inspektsioon juhtis tähelepanu4, et biomeetria 
on üldmääruse art 9 lõike 1 mõistes eriliigilised 
isikuandmed ning nende töötlemine on üld-
reeglina keelatud. Selliste andmete töötlemine 
on lubatud üksnes siis, kui andmete töötlemise 
õiguslik alus vastab üldmääruse art 9 lõikele 2 
või õiguskaitse eesmärgil toimuva andmetööt-
luse korral IKS §-le 20. Mõlemal juhul on eeldu-
seks, et õigusakt võimaldaks vastavat isikuand-
mete töötlust. 

Veel ühe olulise aspektina tuli välja tuua, et 
eelnõu nägi ette sätted, millistel juhtudel on 
võimalik sisuliselt määratlemata juhtudel ning 
olukordades töödelda biomeetriat isiku tuvas-
tamiseks (IDTS § 155 lõiked 6-8). Ka ABIS-e 
põhimääruse peatükis 5 kirjeldatakse, millistel 
juhtudel tehakse üks ühele (1:1) ning millal üks 
mitmele päring (1:n) ehk suurema osa ABIS-sse 
kantud andmete vastu. See omakorda tähen-
dab, et ABIS-sse kantud andmeid kasutatakse 
ka muul eesmärgil, kui see, milleks need algselt 
kogutud on. Ent üldreeglina võib andmeid kasu-
tada üksnes neil eesmärkidel, milleks need alg-
selt on kogutud (üldmääruse art 5 lõige 1 punkt 
b). Inspektsioon juhtis tähelepanu ka veel sel-
lele, et biomeetriliste andmete töötlemise või-
maldamine teisesel eesmärgil lubamine ei tohi 
toimuda kergekäeliselt. Isikule, kelle andmeid 
töödeldakse, peab olema ettenähtav ja selge, 
et tema kohta kogutud andmeid võidakse kasu-
tada ka muul eesmärgil ning millisel.

kus hakatakse säilitama täna erinevates andmekogu-
des ning erinevate riiklike menetluste raames koguta-
vaid biomeetrilisi isikuandmeid – näo- ja sõrmejäljeku-
jutisi. ABIS andmekogu loomise eesmärgiks on aidata 
kaasa turvalisele identiteedihaldusele, avaliku korra ja 
julgeoleku tõhusamale tagamisele, kuritegevuse enne-
tamisele ja süüteomenetlustes tõendite kogumisele. 
ABIS aitab tõsta isiku tuvastamise ja isikusamasuse 
kontrollimise usaldusväärsust andes senisest veelgi 
paremal tasemel kindluse, et inimesel saab Eestis olla 
ainult üks identiteet.3

Oluline oli rõhutada, et biomeetriliste ehk siis erilii-
ki andmete alusel isikusamasuse tuvastamine ei saa 
muutuda reegliks ning nö tavameetodil isiku tuvastami-
ne erandiks. Kuivõrd eelnõuga ei muudeta mitte üksnes 
IDTS-i, vaid ka väga suurt hulka muid seadusi (14 erine-
vat seadust)5, siis viitas inspektsioon, et isikusamasus 
tuleb tuvastada ikkagi muudatusega hõlmatud juhtudel 
esmajärjekorras esitatud isikut tõendavas dokumendis 
oleva foto võrdlemisel isikuga. Kui sellest ei piisa, tuleks 
kasutusele võtta täiendavad meetmed. Kui asjaolusid 
arvestades on proportsionaalne ja vajalik kohe kasuta-
da biomeetriat, siis selline andmetöötlus peaks olema 
erand ning erandit põhjendavad kaalutlused peavad 
tulenema seadusest või vähemalt selle seletuskirjast.
Lisaks juhtis inspektsioon tähelepanu, et näiteks ID-

TS-i § 116 lõige 1 näeb ette, et biomeetriliste andmete 
kogumine ja töötlemine toimub dokumendi taotle-
ja nõusolekul. Sellises olukorras ei saa aga rääkida 
nõusolekust üldmääruse mõistes. Nimelt peab nõus-
olek olema antud vabatahtlikult, tagasivõetav ega tohi 
olla sõltuvuses vastusooritusest. Olukorras, kus isik 
taotleb isikut tõendavat dokumenti, millele kantakse 
ka biomeetrilised andmed ja ilma nendeta dokumen-
ti luua ei ole võimalik, ei saa rääkida nõusoleku alusel 
andmetöötlusest. Seega eeldab selline olukord selget 
õiguslikku alust.

Ehkki eelnõu seletuskirja täiendati selles osas, jäädi 
selle juurde, et teisesel eesmärgil töötlemine on vajalik 
ning kooskõlas üldmäärusega. Seletuskirjas on selgita-
tud, et eelnõus on loodud õiguslikud alused andmete 
edasiseks töötlemiseks, mis on vajalikud avaliku korra 
ja julgeoleku tagamiseks ning hõlmavad loodava and-
mekogu üldise eesmärgi. Eelnõu näeb ette andmete 
töötlemise nende algsest kogumise eesmärgist erine-
val eesmärgil eelkõige isiku tuvastamisel ehk olukorras, 

3  Vt ka https://www.siseministeerium.ee/et/eesmark-tegevused/automaatse-biomeetrili-
se-isikutuvastuse-susteemi-andmekogu-ehk-abis

4   Tähelepanekud puudutavad inspektsioonile esitatud eelnõu versiooni mitte kevadel 
2021. Riigikogu menetluses olevat

5   Vt ka https://www.riigikogu.ee/tegevus/eelnoud/eelnou/8bf5e47e-e45f-43c2-8189-
6bb875bf51fc/Isikut%20t%C3%B5endavate%20dokumentide%20seaduse%20muutmi-
se%20ja%20sellega%20seonduvalt%20teiste%20seaduste%20muutmise%20seadus 
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kus avaliku võimu asutusele ei ole isiku identiteet tea-
da. Võimalus kasutada vajadusel mõnes teises avalikus 
menetluses kogutud biomeetrilisi andmeid on isiku tu-
vastamisel väga oluline, sest selle käigus tuleb kindlaks 
teha isiku identiteet. Isiku tuvastamisel peab pädev 
asutus veenduma erinevate andmete ning vajadusel 
ka biomeetriliste andmete alusel ja põhjalike päringute 
tulemusel, et isik on see, kes ta väidab end olevat. Ava-
liku võimu asutustel on seadusest tulenev kohustus 
isik tuvastada ning õigus ja kohustus teha toiminguid 
üksnes õige isiku suhtes ning seetõttu peavad avaliku 
võimu teostajad olema veendunud, et isik on just see, 

kellena ta esineb. Õigus võtta isiku tuvastamiseks ja 
isikusamasuse kontrollimiseks isikult biomeetrilisi and-
meid ja neid töödelda on kehtivas õiguses sätestatud.
Inspektsioon nägi siin kõige suurema murekohana, et 
kas ja kui selge saab ikkagi olema regulatsioon inimes-
te jaoks. Ehk kas igale isikule on selgelt mõistetav ja 
arusaadav ning ka ettenähtav, et kui tema biomeetri-
lisi andmeid kasutatakse tema isiku üldiseks tuvasta-
miseks, siis neid võidakse tegelikult kasutada mingis 
muus olukorras ka  teistel eesmärkidel.

Teiste ministeeriumite poolt inspektsioonile arva-
muse avaldamiseks saadetud eelnõudest või välja-

töötamiskavatsustest on olulisemad välja tuua:

•	 Turismiseaduse eelnõu
•	 Krediiditeabe seaduse väljatöötamiskavatsus

Turismiseaduse eelnõu

Turismiseaduse muutmist andmekaitse osas selgitati 
seletuskirjas järgnevalt: eelnõuga nähakse ette maju-
tusteenuse kasutajate elektrooniline registreerimine ja 
nende andmete töötlemine. Sellega soovitakse muu-
ta Schengeni konventsioonist tulenevate külastaja 
registreerimise nõuete täitmine majutusettevõtte kü-
lastajale ja majutusettevõtjale kiiremaks ja lihtsamaks 
ning tagada külastajate isikuandmete tänasest parem 
kaitse, sealjuures tagades, et Eesti on jätkuvalt ohutu 
ja turvaline koht nii kohalikele elanikele kui külastaja-
tele. Majutusteenuse kasutajate andmed on samuti 
vajalikud, et teha riiklikku statistikat ning analüüsida 
turismiarendust ja -turundust. 

VEEL INSPEKTSIOONI ARVAMUSE
SAANUD EELNÕUDEST 

Schengeni konventsiooni artikli 45 lõige 1 punkt b 
ütleb, et konventsiooni osalised kohustuvad võtma 
vajalikke meetmeid, tagamaks et: täidetud registreeri-
mislehti säilitatakse pädevate asutuste jaoks või edas-
tatakse neile, kui need asutused peavad seda vajali-
kuks ohu ärahoidmiseks, kriminaalmenetluse otstarbel 
või kadunuks jäänud või õnnetuse ohvriks langenud 
isikute saatuse kindlakstegemiseks, kui siseriiklikus õi-
guses ei sätestata teisiti. 

Inspektsioon juhtis seaduselooja tähelepanu selle-
le, et konventsiooni sõnastusest ei ole üheselt aru 
saada, kas andmeid edastatakse automaatselt ehk 
push-meetodil või võib neid edastada ka üksnes siis, 
kui õiguskaitseasutus küsib teavet päringu korras ehk 
pull-meetodil. Seletuskiri ütles, et paljud Euroopa Liidu 
riigid on valinud push-meetodi, kuid puudus analüüs, 
miks Eesti on valinud sama tee ning kas sama eesmärk 
oleks võimalik saavutada ka pull-meetodil. Seepärast 
leidis inspektsioon, et eelistada tuleks pull-meetodil 
andmete edastust kuivõrd on vale eeldada, et enamus 
majutusasutusi külastavad inimesed sellistele kritee-
riumitele üldse kunagi võiks vastata, et oleks põh-
jendatud nende andmete edastamine automaatselt 
õiguskaitseorganitele. Push-meetodil andmete edas-
tamine riivab kindlasti enam isikute privaatsust.
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Eelnõuga plaanitakse minna üle majutusasu-
tustes majutusteenuse kasutajate elektrooni-
lisele registreerimisele ning selle lihtsustami-
seks soovitakse hakata andmeid hõivama otse 
ID-kaardilt või passilt selle masinloetavalt koo-
dilt. Inspektsioon viitas oma arvamuses sellele, 
et isikut tõendavate dokumentide masinloetav 
kood hõlmab endas märksa rohkem andmeid, 
kui on vajalik majutusteenuse osutajal koguda. 
Seda enam, et mida aeg edasi, seda enam võib 
see koodandmeid sisaldama hakata sh ka näi-
teks biomeetrilisi andmeid. Seega tuleks süs-
teem üles ehitada selliselt, et masinloetavalt 
koodilt hõlmataks üksnes selline andmekoos-
seis, mida majutusteenuse osutaja koguma 
peab. Rõhutada tuli ka seda, et mistahes elekt-
roonne lahendus, mis edastab andmeid riik-
likule andmekogule, peab seda tegema X-tee 
vahendusel.

Turismiseaduse muudatustega seonduvalt oli kavas 
muuta ka politsei- ja piirivalveseadust (PPVS). PPVS-i 
luuakse õiguslik alus majutusteenuse kasutaja and-
mekogu loomiseks, mis omakorda on lennureisijate 
broneeringuinfo andmekogu alamandmekogu, kuhu 
kantakse turismiseaduse § 24 lõikes 1 nimetatud ma-
jutusteenuse kasutaja andmed. Seaduse muudatuse 
tulemusel satub  majutusteenuse kasutaja andmeko-
gusse kantud isiku andmetega automaatselt ristkont-
rolli nende andmekogude ja jälgimisnimekirjade vastu, 
mis on olulised andmete töötlemise eesmärgi saavu-
tamiseks. Ainult selle külastaja andmed, mis saavad 
ristkontrolli tulemusel tabamuse, kontrollitakse käsitsi 
üle, et menetlusasutus saaks otsustada vajaliku meet-
me kohaldamise. Kuivõrd eeltoodud selgitus oli üksnes 
seletuskirjas, siis selline teave peaks sisalduma seadu-
ses endas.

„Tähelepanu sai säilitamistäh-
taegade teema. Nimelt, kuigi oli 
öeldud, et majutusteenuse ka-
sutaja andmed pseudonüümi-
takse kuue kuu möödumisel 
andmekogusse kandmisest, ei sel-
gunud, kas ja kuidas säilitakse 
isikute andmed, kelle andmete 
ristkontrolli tulemusel ei saadud 
tabamust. 

Inspektsiooni soovitus oli, et sel-
liste isikute andmed tuleks viia 
koheselt pseudonüümitud ku-
jule.“

Eelnõu nägi ette, et teatud juhtudel võidakse pseudo-
nüümitud andmed taasisikustada, ent ei selgunud, kui-
das seda tehakse. Nii soovitas inspektsioon reguleeri-
da täpselt, millistel tingimustel on see lubatud. Samuti 
juhtis inspektsioon tähelepanu, et ehkki kui isikuand-
med pseudonüümitakse, siis kuna reisidokumendi liik 
ja number jääb nähtavaks, on näiteks PPA-l tulenevalt 
nende käes olevast teabest võimalik isik tuvastada, 
mistõttu ei pruugi olla siiski tegemist pseudonüümitud 
andmetega.

Märkusi oli ka ligipääsude küsimuses – ligipääsuõigus 
oli antud PPA-le ja riigi julgeolekuasutustele. Kuna jul-
geolekuasutuste mõiste on lai ja tuleneb julgeoleku-
asutuste seadusest, võimaldatakse ligipääs andme-
tele ka näiteks Välisluureametile. Kuna Välisluureameti 
juurdepääsuvajadust ei olnud seletuskirjas selgitatud, 
jäi vajadus arusaamatuks. Nii soovitas inspektsioon 
siiski nimetada ligipääsuõigustega asutused nimeli-
selt ja seletuskirjas ka ligipääsuvajadust põhjendada. 
Samuti tuli viidata vajadusele täiendada andmekaitse-
alast mõjuhinnangut nii selles kui ka pseudonüümitud 
andmetöötluse osas.
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Krediiditeabe seaduse 
väljatöötamiskavatsus 

Krediiditeabe seaduse väljatöötamise eesmärk on õi-
lis ja kindlasti ka vajalik. Väljatöötamiskavatsuse sis-
sejuhatuses6 on krediiditeabe vajadust kirjeldatud 
järgmiselt: krediiditeabe seaduse eelnõu väljatöö-
tamiskavatsuse (VTK) peamine eesmärk on tagada 
vastutustundliku laenamise põhimõtete tõhusam jär-
gimine, adresseerides kahte peamist teemat: a) kre-
diiditeabe seaduse kehtestamine ehk füüsiliste isikute 
finantskohustuste andmete vahendamise teenusega 
tegelevatele ettevõtjatele kehtestatakse tegevusnõu-
ded ja järelevalve; b) krediidipakkujatele kehtestatakse 
kohustus hakata omavahel jagama füüsilistest isiku-
test laenutaotlejate finantskohustuste andmeid.

Võimalike tehniliste vahenditena, mille läbi teavet va-
hetama hakata, nimetab VTK registripõhist andmeva-
hetusplatvormi ning nende kahe hübriidi. Andmeva-
hetuse korraldamise osas nähakse samuti ette kolm 
alternatiivi – riiklik süsteem, kus registri pidamist ja 
haldamis korraldavad riigiasutused (1), riiklik süsteem, 
kus registripidamine on tellitud riigihankega erasekto-
rist (2) ning riiklikult kehtestatud tingimustele vastav, 
kuid erasektori poolt korraldatud süsteem, kus turu-
osalised ise loovad organisatsioonilise ja tehnilise või-
mekuse andmevahetuse korraldamiseks (3). Eelnõu 
eelistab selgelt kolmandat lahendust.

„Inspektsioon väljendas seisu-
kohta, et iga uue andmetöötluse 
jaoks ei ole vaja luua uut andme-
kogu või registrit. Eelistada tuleb 
andmevahetusplatvormi lahen-
dust, mitte aga andmete koon-
dumist ühte registrisse või and-
mekogusse.“

Eesti avalikus sektoris juurutatakse turvalisuse kaalut-
lusel juba aastaid andmekogude hajusarhitektuuri la-
hendust. Kui toimub päringupõhine andmete vahetus, 
siis on andmete väljastajal ka parem võimalus hinnata, 
kas päringu tegemine on õigustatud. 

VTK näeb ette, et krediidipakkujatele tuleb teha nii 
andmete edastamine kui ka päringu tegemine kohus-
tuslikuks. Kusjuures vähemalt praeguses staadiumis ei 
ole selge, kas selline kohustus tekiks mistahes krediidi 
taotlemise korral või kas näiteks loodavasse süstee-
mi kantaks teave ka juba olemasolevate kohustuste 
kohta. Ehk, et kas uue süsteemi loomisel saab olema 
edasiulatuv mõju või tagasiulatuv. Eeldatavasti viima-
ne, mis aga omakorda tähendab, et kogutakse andmed 
ka kõigi nende isikute ja nende kohustuste kohta, kes 
võibolla enam kunagi ühtegi finantskohustust juurde 
võtta ei soovi. Siin on suur oht andmete nö igaks ju-
huks kogumiseks ning andmebaasi tekkimiseks vaa-
tamata esialgsetele õilsatele eesmärkidele olemaks 
üksnes krediidipakkujate käsutuses. On tõsine hirm, et 
sellise andmebaasi vastu tekib väga suur huvi ka muu-
del isikutel ligipääsu saamiseks. 

Inspektsiooni praktikast võib näitena võtta maksehäi-
reregistri asutamise, mis algselt loodi vastutustundliku 
laenamise kohustuse täitmise eesmärgil ning ka era-
õiguslike ettevõtete (pankade) endi poolt. Aja jook-
sul aga maksehäireregister iseseisvus ning väljastab 
maksehäireandmeid kõigile, kes väidavad endil olevat 
õigustatud huvi võlaandmete järele. Kui luuakse nn po-
sitiivne krediidiregister, on selgelt näha, et andmeko-
gust on võimalik õigustatud huvi korral saada andmeid 
teistel huvilistel. Niisiis, isegi, kui luua register või and-
mekogu üksnes krediidiandjatele ja muudele seaduses 
sätestatud isikutele, on sisuliselt võimatu välistada 
sealt andmete andmine õigustatud huvi esinemisel. 
Õigustatud huvi olemasolu peab hindama vastutav 
töötleja, ent oma praktikast võime öelda, et Eestis nal-
jalt keegi sellega hakkama ei saa.  Nii peabki seadus-
andja endale ning elanikkonnale selgelt teadvustama, 
et uue, laenukohustusi sisaldava keskse andmekogu 
loomisel saavad neid andmeid kasutama hakata ka 
kõikvõimalikud muud isikud ning praegu ettenägema-
tutel eesmärkidel. 

Kõigi olemasolevate laenude kesksesse registrisse 
„igaks juhuks“ kokku kogumine oleks selgelt ka ees-
märgipäratu. Vajadus andmeid töödelda tekib ju alles 
uue laenu võtmise soovi hetkel. Paljud inimesed, kel 
juba on eluasemelaen, ei pruugi kas üldse või paljude 
aastate jooksul kordagi rohkem laenu soovida. Selliste 
inimeste laenuandmete igaks juhuks registrisse ko-
gumine ning seal aastaid või aastakümneid hoidmine 

6  väljatöötamiskavatsus ja vastust sellele on registreeritud kirja numbriga 1.2.-4/20/3366
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(ning tegelikult ka, nagu eespool öeldud, hoopis muu-
del eesmärkidel väljastamine) ei haaku kuidagi ees-
märgiga, milleks registrit luua tahetakse. 

Ettepanekuna VTK-s on toodud välja, et kaaluda tuleks, 
kas võiks teha krediidiandjatele kohustuslikuks litsent-
seeritud krediidibürood v.a juhul, kui krediidipakkuja ise 
hindab enda meetmed piisavaks. Siin tekkis esmalt kü-
simus, et miks siis üldse peaks krediidiandja kasutama 
krediidibürood, sest võimalik, et krediidiandja hindab 
omi meetmeid piisavateks. Samas aga peaks ta ise 
krediidibüroole ikkagi andmeid esitama. Ent olulise-
mana paistab siin oht, et krediidibürood küll koguvad 
andmeid (sest nende esitamine on ju krediidiandjale 
loodava seaduse kohaselt kohustuslik), kuid neid ei 
kasutatagi. Siit võibki tekkida krediidibüroodel majan-

duslik huvi neid andmeid muudel eesmärkidel kasuta-
da anda. VTK-s mainitud ja krediiditeabe seadusega 
koos kavandatav muudatus võlaõigusseaduses viitab-
ki pigem sellele, et kavandatav krediiditeabe seadus 
lähtub eeldusest, et tekivad nii (tsentraalsed) registrid 
kui ka andmevahetusplatvormid, mida tuleks kasuta-
da vastutustundliku laenamise põhimõtte täitmiseks. 
Seega on inspektsiooni poolt peljatav stsenaarium 
pigem tõenäoline. Tegemist oli küll alles seaduse väl-
jatöötamiskavatsusega, kuid inspektsioon loodab, et 
antud tagasiside on seaduse väljatöötajad mõtlema 
pannud olulistele andmekaitselistele aspektidele, kuid 
mõistagi hoiab inspektsioon arengutel ka ise teravalt 
silma peal. 

Aastaraamatus leiab käsitlust kahe uue andmekogu 
asutamise kavatsus. 

•	 Euroopa Sotsiaalfondi andmekorje register 
•	 Tallinna Sotsiaalhoolekande Infosüsteem

Euroopa Sotsiaalfondi 
andmekorje register 

Teatavasti kehtib nõue, et Euroopa Liidu struktuurifon-
didest rahastatavate projektide puhul tuleb osalejad 
nimeliselt kirja panna ning säilitada kuni projekti aru-
andlus- ja kontrolliperioodi lõpuni. Riigi Tugiteenuste 
Keskus (RTK) soovis asutada andmekogu Euroopa 
Sotsiaalfondist (ESF) rahastatavate tegevuste raames 
kogutavate isikuandmete jaoks. 

Euroopa Liidu struktuurifondidest (vähemasti sot-
siaalfondist) rahastatakse paljusid tundliku sisuga 
teenuseid (nt kodututele, eluasemeturult tõrjututele, 
lapsendajatele; teenused võib olla ka psühholoogiline 
abi). Laiemalt on selliselt rahastatud teenuste puhul 

RIIGI INFOSÜSTEEMI HALDUSSÜSTEEMIS (RIHA) 
MENETLETUD ANDMEKOGUDEST 

olnud probleemiks, et osalejatelt kogutakse andmeid 
ilma, et nad teaksid, kui mitmed asutused (teenuse-
pakkuja, korraldusasutus, rakendusasutus, sertifitsee-
rimisasutus, auditeeriv asutus) neid andmeid hiljem 
töötlevad ning kui pikka aega säilitatakse. Või teistpidi, 
et võetakse inimeselt nõusolek andmete töötlemiseks, 
kuid nõusolekust keeldumise korral ei saa ka teenust. 
Paraku ei saa sellisel juhul nõusolek olla kuidagi and-
mete töötlemise aluseks.

Isikuandmete töötlemise nõusoleku andmi-
se üle peab inimene saama vabalt otsustada 
ilma, et kaasneks negatiivseid tagajärgi. Selles 
olukorras oleks õige anda inimesele selge üle-
vaade struktuurfondist rahastatud teenusega 
kaasnevast kohustuslikust andmetöötlusest, nt 
vastava selgelt sõnastatud infolehe kaudu, kuid 
ilma nõusoleku võtmiseta. 
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Kuid andmekorje registri asutamise plaani juurde taga-
si tulles, siis selle puhul oli esimeseks probleemiks and-
mete edastamine koopiana Statistikaametile. Prob-
leem oli see seetõttu, et Statistikaametile edastataks 
andmed kui Rahandusministeeriumi volitatud tööt-
lejale sel moel, et Statistikaametisse tekiks reaalajas 
koopia samast andmekogust, mis on Rahandusminis-
teeriumil. Kuigi koostöökokkuleppega on Rahandusmi-
nisteerium oma aruandluse ülesande Statistikaametile 
üle andnud, oleks õige anda Statistikaametile juurde-
pääs andmekogule, mitte luua andmekogust reaalajas 
koopiat. 

Teiseks probleemiks oli ülesande üleandmisega ning 
Statistikaameti enda andmete kasutamisega.  Seni 
käsitleti kõnealuseid aruandeid programmivälise sta-
tistikatööna, kuid inspektsioon kahtleb, kas need seda 
oma olemuselt on. Olemuslikult on Rahandusminis-
teerium volitanud koostöökokkuleppega endal  lasuva 
haldusülesande täitmise Statistikaametile. Tegemist ei 
ole oma olemuselt statistikaalase tööga, vaid Euroopa 
rahade kasutamise järelkontrolli eesmärgil tehtavate 
aruannetega. Täiesti lubamatu oleks olukord, kui sel-
liste aruannete tulemiks võib olla isikule tagasinõude 
esitamine. 

„Statistikaameti nn statistiliste 
registrite andmete kasutamine 
on isikule õiguslike tagajärgede-
ga otsuste tegemiseks täielikult 
keelatud.“

Inspektsioon leidis, et kogu andmetöötluse kontsept-
sioon tuleks uuesti läbi mõelda. 

Tallinna Sotsiaalhoolekande Infosüsteem

Uue andmekogu asutamine tõi lauale küsimuse dub-
leerivatest andmekogudest. Nimelt olime kümmekond 
aastat tagasi seisus, kus igal omavalitsusel oli sotsiaal-
hoolekande korraldamiseks mingi oma infosüsteem 
(valdavalt SIUTS). Riik leidis, et õige oleks omava-
litsuste sotsiaalhoolekande andmete jaoks asutada 
tsentraalne riiklik andmekogu STAR - sotsiaalteenuste 
ja -toetuste andmeregister. 

STAR-i andmekoosseis on üüratu – kõik andmed nii 
riigi kui omavalitsuse kõikvõimalike sotsiaalteenuste ja 
-toetuste, samuti lapsendada soovivate ja lapsenda-
mist kohta. Eelmisel aastal aga jõudsime ringiga tagasi 
STAR-i eelsesse olukorda, kus Tallinna linn loob sa-
maks asjaks oma enda infosüsteemi põhjendusega, et 
STAR-l pole omavalitsuse jaoks vajalikke funktsionaal-
susi. Kuivõrd ühe ja sama ülesande täitmiseks kahe eri-
neva andmekogu loomine pole kuidagi põhjendatud, 
palus inspektsioon Tallinna linnal ning Sotsiaalminis-
teeriumil koos Sotsiaalkindlustusametiga selgitada, 
milliseid andmeid on vaja vaid omavalitsusele, milli-
seid riigile. Eesmärgiks on selgitada välja, mida siis riik 
tsentraalselt üldse koguma peaks ning millisel eesmär-
gil. Üksnes järelevalve teostamise õigus ei ole piisavaks 
põhjuseks andmete riigi kätte kogumiseks. Järelevalve 
eesmärgil saab Sotsiaalkindlustusamet igal ajal nõuda 
andmeid omavalitsuse andmekogust (või antakse aju-
tine juurdepääs). Samuti tuleb arvestada, et sotsiaal-
hoolekannet on mitmesugust: riigi enda osutatav, riigi 
poolt omavalitsusele pandud kohustuslikud teenused, 
omavalitsuse vabatahtlikud teenused.

Inspektsioon ootab endiselt Sotsiaalministeeriumilt 

ülevaadet STAR-i andmete kogumise põhjuste kohta.
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OMAVALITUSTE ANDMEKOGUD

Omavalitsuste andmekogude puhul hakkas kahjuks 
silma põhimääruste halb kvaliteet. Põhimäärused 

kirjutatakse maha mõne teise pealt, mõistmata, mida 
selle sätted tähendavad või kas see ka tegelikkusega 
kokku läheb. Üks silmatorkavamaid on kindlasti oma-
valitsuste huvihariduse andmekogud. Neisse kogu-
takse kõikide omavalitsuse territooriumil tegutsevate 
huviringide ning nendes osalevate laste andmed- kes 
millises huviringis ja millisel kuupäeval kohal käis. Põh-
jendatakse seda toetuse andmise kontrollimise vaja-
dusega: kuigi toetust antakse huviringi korraldajale, 
mitte konkreetsele lapsele, tahetakse kontrollida, kas 
huviringis osalejate arv vastab tegelikkusele ning ega 
ühte ja sama last pole samaks kellaajaks mitmesse rin-
gi kirja pandud. Üks omavalitsus aga üllatas sellega, et 
soovis registri põhjal välja selgitada lapsed, kes üheski 
huviringis ei käi. Huviringis käimine ei ole kohustuslik 
ning see ei tähenda, et tegemist oleks abivajava lapse-
ga. Info lapse abivajaduse kohta peaks omavalitsuseni 
jõudma muul moel. 

Huviringi korraldajale toetuse maksmise asjaolude 
kontrollimise eesmärgil isikustatud andmete kogumi-
ne peaks olema viidud miinimumini. Nii näiteks võiks 
vajalik kontroll toimuda automaatselt igakuiselt ning 
seejärel võiks andmed anonümiseerida, mis tähendab 
kõikide tuvastamist võimaldavate  andmete hävitamist.  
Kindlasti pole põhjendatud selliste andmete säilitami-
ne aastaid. 

Tallinna linnalt aga ootaks jätkuvalt lemmikloomare-
gistri põhimääruse kooskõlla viimist registrisse kogu-
tava andmestikuga. Hetkel näeb jätkuvalt põhimäärus 
ette vaid koerte (ja nende omanike) andmete kogu-
mist. 

Mõned üldised tähelepanekud

Avaliku teabe seaduse § 435  järgi tuleb andmekogu 
põhimääruses  välja tuua lisaks andmekoosseisule ka 
andmeandjad. Andmeandjateks on näiteks teised and-
mekogud, kust andmeid saadakse. Praktikas nähakse 
seda kui tüütut kohustust. Tegelikult säästaks asutus 
seeläbi aga oluliselt palju ressurssi. Nimelt nõuab isi-
kuandmete kaitse üldmääruse (IKÜM) artikkel 14, et 
kui andmeid ei saada andmesubjektilt, tuleb andme-
subjekti andmete saamisest mõistliku aja jooksul tea-
vitada. Ilmselgelt pole praktikas selle normi rakenda-
miseni jõutud. Teavitama aga ei pea siis, kui andmete 
saamine on õigusnormis selgelt ette nähtud.

„See on tavapärane, et ühel asu-
tusel on oma tööks vaja teise asu-
tuse käest andmeid, mida teine 
asutus on hoopis muul eesmär-
gil kogunud. Luues teise asutuse 
andmekoguga otseühenduse ja 
saades sealt andmed, peaks sellest 
andmesubjekti igakordselt teavi-
tama.  Igavesti saa IKÜM artiklite 
13 ja 14 kohustusi eirata – teavi-
tamiskohustus tuleb paratamat-
ult kõigil asutustel oma tööprot-
sessidesse juurutada ning sellega 
harjuda.“

7   Vaata Sotsiaalteenuste ja -toetuste põhimääruse lisas olevat andmekoosseisu, mis on 11 
lehekülge pikk. https://www.riigiteataja.ee/aktilisa/1120/3201/9055/SOM_05032019_m10li-
sa2.pdf#
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„Kui aga seaduses või andmekogu 
põhimääruses andmevahetus sel-
gelt kirja panna, saaks igakordset 
teavitamiskohustust vältida.“

Teine silma hakanud teema möödunud aastast on 
rahvastikuregistri päringute vale kasutus. Järgnevalt 3 
enamlevinud viga. 

•	 Esiteks kasutatakse liiga laia päringut. Kontrollida 
on vaja vaid infosüsteemis toimingut tegeva ini-
mese andmeid, kuid selleks kasutatakse seotud 
isikuid hõlmavat päringut. Nii tekib inimese lähi-
kondsetel andmejälgijat vaadates kohe küsimus, 
miks minu andmeid on vaadanud asutus, kellega 
mul mingit pistmist pole. Nii teevad asutused en-
dale karuteene. 

•	 Teiseks tehakse rahvastikuregistri päring kohe in-
fosüsteemi sisenemisel, kuigi sisenemiseks seda 
vaja ei ole. Ehk siis päring tehakse ennatlikult. 

•	 Kolmas probleem on vastupidine – päritakse liiga 
vähe. Lapse esindusõiguse kontrollimiseks on li-
saks lapsevanemaks olekule vaja rahvastikuregist-
rit kontrollida ka hooldusõiguse olemasolu ja sisu. 
Vastasel juhul võib juhtuda, et lapse nimel saab 
toiminguid teha lapsevanem, kellelt on hooldusõi-
gus üldse ära võetud. 

Nö karbilahendusena arendatud infosüsteemide või 
RIHA mõistes standardlahenduste kasutajate puhul 
on näha, et ei teata, kuidas süsteem tegelikult töötab, 
rääkimata sellest, et see töötaks kasutaja kui vastu-
tava töötleja juhiste järgi. Nii juhtub, et karbitootena 
arendatud infosüsteemi kasutades ei saa andmekogu 
pidaja määrata ise säilitamistähtaegu või kogutavate 
andmete ulatust. Samuti võib üllatusena selguda, et 
andmetöötluses kasutatakse allvolitatud töötlejaid 
kolmandatest riikidest. 

„Inspektsiooni fookuses on 2021. 
aastal andmelaod ning avaandmed“
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KOHTUPRAKTIKA 

Kui eelnõude osas oli õigusnõuniku töölaud üsna 
rikkalik ja tööpõld lai, siis kohtumenetluses jõuti 

jõustunud lahendini märksa vähematel juhtudel. Neist 
oleks paslik peatuda kahel lahendil. Mõlemad on para-
ku esimese astme lahendid. Üks isikuandmete kaitse 
asjas, teine avaliku teabe omas.

Kohtuasi 3-20-3751

Kohtulahend isikuandmete kaitse asjas

Inspektsiooni poole pöördusid kaks isikut, kel oli tek-
kinud vaidlus äriühinguga, mille juhatusse nad olid 
kuulunud. Vaidlusmomente oli mõistagi mitmeid, kuid 
inspektsiooni poole ajendas isikuid pöörduma asjaolu, 
et nende juhatusest eemaldamise protsessi käigus 
võeti neilt ühtlasi etteteatamata ära ligipääs tööruu-
midele ja infosüsteemidele, mistõttu jäi neil äriühingu 
valdusesse isiklikke asju ja teavet sh isikuandmeid si-
saldavaid failid. Äriühing keeldus neid ka väljastamast. 
Esmalt jättis inspektsioon nende taotluse menetluse 
algatamiseks rahuldamata, kuna tegemist on kahe 
isiku vahelise vaidlusega, kuhu inspektsioon ei sekku 
ning sellised vaidlused lahendatakse tsiviil-
kohtus. Isikud vaidlustasid menetluse alga-
tamata jätmise vaidemenetluses, kuid ka 
vaie jäi rahuldamata ning isikud pöördusid 
halduskohtusse.

Põhjus, miks inspektsioon jäi vaidemenetlu-
se otsuses kindlaks oma seisukohale mitte 
menetlust alustada seisnes asjaolus, et ins-
pektsioonile laieneb kohustus kohaldada 
korrakaitseseadust (KorS). Varasema koh-
tupraktika kohaselt on eraõiguslike isikute 
vahelisse vaidlusse võimalik inspektsioonil 
sekkuda üksnes siis, kui on täidetud KorS § 
4 lg 2 tingimused.

1 https://www.riigiteataja.ee/kohtulahendid/fail.html?id=270987799

KorS § 4 lg 2 ütleb, et eraõiguse normide järgi-
mine ja isiku subjektiivsete õiguste ning õigus-
hüvede kaitstus on avaliku korra osa niivõrd, 
kuivõrd kohtulikku õiguskaitset ei ole võimalik 
õigel ajal saada ja ilma korrakaitseorgani sekku-
miseta ei ole õiguse realiseerimine võimalik või 
on oluliselt raskendatud ning kui ohu tõrjumine 
on avalikes huvides. Inspektsioon oli lähtunud 
eeldusest, et eraisikute vahelisse vaidlusse sek-
kume vaid siis, kui see on vältimatult vajalik või 
isikul ei ole võimalik oma õigusi maksma panna 
kohtus. Samuti oli inspektsioon seisukohal, et 
sekkumistaotlus ei ole mitte taotlus haldusakti 
andmiseks, vaid taotlus menetluse algatami-
seks, mille osas on haldusorganil avar kaalut-
lusruum. Andmesubjektil puudub järelevalve-
menetluses õigus nõuda järelevalveasutuselt 
konkreetse järelevalvemeetme rakendamist.
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Kohus nõustus, et inspektsioonil tuli lähtuda KorS § 4 
lg-st 2. Kuna isikuandmete kaitse üldmäärus (IKÜM/
üldmäärus) ei sätesta järelevalveasutusele esitatud 
kaebuste menetluskorda, tuleb selles osas lähtuda rii-
gisisesest õigusest. Eesti õiguses tulenevad vastavad 
sätted haldusmenetluse seadusest ja KorS-ist. Seega 
tuli inspektsioonil muuhulgas lähtuda ka KorS § 4 lg-st 
2. Samas aga ütles kohus, et inspektsioon pidi viidatud 
sätte kohaldamisel tõlgendama seda kooskõlas IKÜM-
ga, et tagada selle eesmärgipärane õiguslik mõju and-
mesubjektile. Kohus leidis, et inspektsioon on oma 
kaalutlustes lähtunud vaid enne IKÜM-i kehtima hak-
kamist kujundatud praktikast ega pole üldmäärusest 
kaebajatele tulenevate õigustega arvestanud. Kuivõrd 
IKÜM-i art 57 lg 4 kohaselt võib järelevalveasutus keel-
duda taotlust menetlemast, kui taotlused on selgelt 
põhjendamatud või ülemäärased, eelkõige oma kordu-
va iseloomu tõttu, siis leidis kohus, et keelduda saaks 
taotluse menetlemisest KorS § 4 lg 2 alusel, kui taotlus 
on selle sätte eelduste täitmata jätmise tõttu sama-
aegselt selgelt põhjendamatu ja ülemäärane IKÜM-i 
art 57 lg 4 mõttes.

Lisaks märkis kohus, et IKÜM-i artiklitest 77 ja 79 saab 
järeldada, et üldmäärusest tulenevate õiguste kaits-
mine kohtus ei piira andmesubjekti õigust järelevalve-
asutusele kaebuse esitamiseks. Seega on lubatud ka 
paralleelsed menetlused. Ehk siis KorS § 4 lg 2 ei saa 
tõlgendada nii, et kui isik saab tsiviilkohtusse pöördu-
da, siis on inspektsioonil igal juhul õigus kaebuse me-
netlemisest keelduda. Üldmääruse eesmärk on tagada 
andmesubjektile lai kaitse ning tulenevalt artikkel 57 
lõigetest 2 ja 3 peab isikul olema võimalik pöörduda 
järelevalveasutuse poole keerukusteta ja tasuta, et 
oma õigusi kaitsta.

Seega peaks inspektsiooni menetluse läbiviimisest 
keeldumine olema erandlik. Kohus ütleb selgesõna-
liselt, et olukorras, kus kaebus ei ole selgelt põhjen-
damatu ega ülemäärane, on inspektsioonil kohustus 
seda menetleda.

Tegemist oli lahendiga, mis muutis oluliselt praktikat. 
Nimelt pöördutakse inspektsiooni poole väga tihti just 
eraisikute vahelistes vaidlustes. Enam levinud on näi-
teks nn Facebooki kaebused, kus üks isik on avaldanud 
teise kohta mingeid isikuandmeid, millega teine nõus 
ei ole. Pärast kohtu vastavat lahendit, on meie võima-
lused selliste kaebuste menetlemisest keelduda. Mõis-
tagi suunab inspektsioon jätkuvalt isikuid esmalt oma 
õigusi ise kaitsma. See tähendab pöörduma esmalt 
andmete avaldaja poole palvega need eemaldada, 
kuid kui see tulemust ei anna, on inspektsioon sunni-
tud sekkuma. 

Võttes arvesse inspektsiooni inimressursi piiratust, 
võtavad sellised kaebused tööst märkimisväärse osa. 
Samal ajal on kohustuseks isikuandmete kaitse seadu-
sest tulenevalt kaebus läbi vaadata 30 päeva jooksul. 
Alahindamata kuidagi seejuures inimeste muret ja va-
jadust nende õiguseid kaitsta, kelle kohta nt Faceboo-
kis nõusolekut andmata mingeid andmeid avaldatakse, 
on inspektsioon siiski olukorras, kus peamine ressurss 
läheb suures pildis vaadatuna väikeste kaebuste ja isi-
kutevaheliste vaidluste lahendamisele, samal ajal, kui 
suurte andmetöötlejatega tegelemiseks mahti väga ei 
jäägi.

Kohus jõudis lõppastmes järeldusele, et ins-
pektsioonil tuleb isikute taotlus uuesti läbi vaa-
data ning juhul, kui siiski keeldutakse menetluse 
alustamisest, tuleb põhjendada, miks see juh-
tum vaatamata väljakujunenud praktikale sek-
kumiskünnist ei ületa või anda selgitusi praktika 
muutmise kohta ning kuidas sellest tulenevalt 
on tegemist selgelt põhjendamatu või ülemää-
rase kaebusega IKÜM-i artikkel 57 lg 4 mõistes.
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Inspektsiooni seisukoht oli nii vaideotsustes kui 
kohtumenetluses, et teabevaldajal on kohustus 
teabenõudele vastata. Kuna Pärnu linn asus 
seisukohale, et teabenõuet ei saa täita, kuna 
majandusaasta aruande lisa, mille kohta teavet 
küsiti, tugineb teabel, mida küsiti seotud isiku-
te enda käest ning seotud osapooled andsid 
deklaratsioonides hinnanguid oma lähedaste 
poolt Pärnu linnaga tehtud tehingutele, mis väl-
jusid igapäevase majandustegevuse raamidest. 
Samuti sisaldusid teabes vastused küsimusele, 
kas nad olid teinud tehinguid linnaga tavapära-
sest erineval viisil. Kuna jaatava vastuse korral 
oli täidetud lahtris tehingu osapool ja tehingu 
summa ja saldo, siis on teave juurdepääsupii-
ranguga tuginedes isikuandmete kaitse üld-
määrusele (IKÜM). Inspektsioon oli seisukohal, 
et isikud ei soovinud mitte deklaratsioone, mil-
lele linn viitab, vaid lepinguid ja muid dokumen-
te üldistatud kujul, mille summad kajastuvad 
majandusaasta aruande vastavas lisas ning mis 
olid aluseks sellise lisa koostamisel. Inspekt-
sioon selgitas, et IKÜM ei ole üldistatult võe-
tuna aluseks juurdepääsupiirangu seadmiseks, 
vaid piirangu alus saab tuleneda AvTS-ist. Pär-
nu linn ühelt poolt kinnitas, et juurdepääsupii-
ranguid dokumentidele seatud pole, kuid teisalt 
keeldus jätkuvalt teavet väljastamast.

Kohtuasi 3-19-22872

Kohtulahend avaliku teabe asjas

Isikud olid pöördunud teabenõudega Pärnu linna 
poole saamaks teavet selle majandusaasta aruan-
de lisas kajastatud kulude kohta. Nimelt oli soovitud 
lisas kajastatud andmed kõikidest tavapärasest eri-
neval viisil tehtud tehingute kohta, mille üheks osa-
pooleks on Pärnu linn ja teiseks osapooleks seotud 
osapool. Pärnu linn keeldus sellise teabe väljasta-
misest tuginedes avaliku teabe seaduse (AvTS) § 
23 lg 1 punktile 1, mis ütleb, et teabevaldaja keeldub 
teabenõude täitmisest, kui taotletava teabe suhtes 
kehtivad juurdepääsupiirangud ja teabenõudjal ei 
ole taotletavale teabele juurdepääsu. Isikud esitasid 
keeldumise peale inspektsioonile vaided ning ins-
pektsioon rahuldas mõlemad vaided kohustades Pär-
nu linna taotlused uuesti läbi vaatama ja väljastama 
nõutud teabe, kui puudub alus juurdepääsu piirata.

Kohus nõustus inspektsiooniga. Kuigi Pärnu linn  on 
selgitanud, et jaotab dokumente selliste hinnanguliste 
kriteeriumite alusel nagu „riigihangete seadusest kin-
nipidamisel küsitavusi tekitanud hankelepingud“ või 
tavapärasest tehingust erinev dokument, aga samas 
on majandusaasta aruandes ise märkinud, et selliseid 
tehinguid on toimunud lisas 23 kajastatud ulatuses. 
Seega on Pärnu linn ise hinnanud osa lepinguid ja 
dokumente tavapärasest erinevaks, mille alusel vasta-
vad summad ka majandusaasta aruandes on kajasta-
tud, mistõttu peab talle olema ka teada ja arusaadav, 
milliseid dokumente isikud soovisid. Inspektsioon on 
juhtinud Pärnu linna tähelepanu ka sellele, et hoopis 
teabevaldajal on kohustus abistada teabenõudjat, kui 
jääb arusaamatuks tema nõude sisu, mitte aga vas-
tupidi. Kohus leidis samuti, et isikute teabenõuetes 
oli piisava täpsusega kirjeldatud teavet, mida sooviti.
 
Kohus märkis, et kohaliku omavalitsuse asutusest tea-
bevaldaja ei tohi asutusesesisese kasutamiseks mõel-
dud teabeks tunnistada dokumente kohaliku oma-
valitsuse üksuse eelarvevahendite kasutamise ning 
eelarvest makstud tasude ja hüvitiste (AvTS § 36 lg 1 
punkt 9), andmeid oma varaliste kohustuste (AvTS § 
36 lg 1 punkt 10) ega andmeid talle kuuluva vara koh-
ta (AvTS § 36 lg 1 punkt 11). Seega oli isikute poolt 
nõutud teave avalik teave, mis tuleb neile väljastada.

2  https://www.riigiteataja.ee/kohtulahendid/fail.html?id=266920440
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Kohus nõustus inspektsiooniga ka selles, et 
AvTS § 3 lg-st 2 tulenevalt saab avalikule tea-
bele juurdepääsu piirata üksnes seaduses sä-
testatud korras, pelk viitamine isikuandmete 
kaitsel IKÜM-le ei ole juurdepääsupiirangu 
seadmiseks piisav, vaid piiranguid tuleb seada 
AvTS-i konkreetse sätte alusel. See ei tähenda 
siiski, et väljastada tuleks isikuandmed, kui eks-
likult on jäänud juurdepääsupiirang seadmata, 
kuid seda ei olnud ka inspektsioon väitnud, vaid 
sisulise ja põhjaliku menetluse tulemusel on 
kohtu hinnangul jõutud õigele järeldusele, et 
sisuliselt on teabenõude täitmata jätmine ol-
nud põhjendamatu. Kuigi AvTS § 35 lg 1 punkt 
12 kohustab tunnistama asutusesiseseks ka-
sutamiseks mõeldud teabeks igasuguse teabe, 
mis sisaldab isikuandmeid, kui sellisele teabe 
juurdepääsu võimaldamine kahjustaks oluliselt 
andmesubjekti eraelu puutumatust, tuleneb 
AvTS § 3 lg-st 2 ja § 4 lg-st 3 kohustus ka eral-
di kehtestatud juurdepääsupiiranguta teabele 
juurdepääsu võimaldamisel tagada isiku eraelu 
puutumatus. Teabevaldajal on õigus ja kohus-
tus igal üksikjuhtumil hinnata, kas kaalukamaks 
tuleb pidada teabenõudja õigust saada juurde-
pääs avalikule teabele (põhiseaduse § 44 lg 2) 
või andmesubjekti õigust eraelu puutumatuse-
le (põhiseaduse § 26). Juhul, kui huvi taotletud 
teabele juurdepääsu saamiseks on kaalukam 
andmesubjekti huvist eraelu puutumatuse kait-
sele, ei ole teabe väljastamiseks andmesubjekti 
nõusolek vajalik, sest teabele juurdepääsu või-
maldamine toimub seaduse alusel.

Kohus märkis lisaks, et kohtule ei nähtu, milles seisne-
vad nõutud teabe väljastamisel seotud isikute õiguste 
rikkumised, mida linn soovib teabenõude täitmisest 
keeldumisega kaitsta. Sõlmitud lepingutest jm doku-
mentidest nähtub, kui palju ja millistel tingimustel on 
saanud erinevad juriidilised või füüsilised isikud oma 
kasutusse avalikke vahendeid. Tegemist ei saa olla 
sellise teabega, mis nõuaks oma olemusest lähtuvalt 
kaitsmist. Pärnu linna väitel on valdavalt tegemist eri-
nevatele juriidilistele isikutele eraldatud vahenditega. 

Juriidilistel isikutel pole eralelu ega isikuandmeid, mida 
kaitsta. Ka selliste juriidiliste isikute juhtorganite liikme-
te nimede avaldamine ei ole lubamatu isikuandmete 
avaldamine. Vastav info on kättesaadav ka äriregistrist. 
Avalike vahendite saamine ei ole „eraeluline majan-
dustegevus“, nagu linn on viidanud. Isikud, kes saavad 
enda kasutusse kohaliku omavalitsuse eelarvevahen-
deid, peavad arvestama sellega kaasneva aruandluse 
ning avalikkuse kontrolliga. AvTS § 1 järgi on selle sea-
duse eesmärk tagada üldiseks kasutamiseks mõeldud 
teabele avalikkuse ja igaühe juurdepääsu võimalus, 
lähtudes demokraatliku ja sotsiaalse õigusriigi ning 
avatud ühiskonna põhimõtetest ning luua võimalused 
avalikkuse kontrolliks avalike ülesannete täitmise üle. 

Ehkki tegemist ei ole inspektsiooni praktikat muutva 
või eriliselt õigusselgust loova lahendiga, on siiski olu-
line sellistes olukordades kohtu toetus inspektsiooni 
tõlgendustele. Avaliku teabe asjades on ju inspekt-
sioon justkui ise vahekohtu rollis, kuna vaidlejateks on 
isikud ja teabevaldajad, kelle vahemeheks nii-öelda 
inspektsioon on. 

„Seega on inspektsioonil kandev 
roll avaliku teabe asjades prakti-
ka kujundamisel, aga ka õigusak-
tide tõlgendamisel.“

Selles kohtuasjas tuli ka ehedalt esile nii riigi kui ka 
omavalitsusasutuste soov kiivalt kaitsta teavet just 
rahakasutuse küsimustes. Samasugust trendi võib 
kohata tihti palga-, preemiate ja lisatasu maksmiste 
küsimustes, aga samal ajal ei tunta ära tihtipeale neid 
olukordi, kui tuleb isikuandmeid kaitsta. 
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AKI PIIRIÜLESES KOOSTÖÖS

Inspektsioon on aktiivne Euroopa Andmekaitsenõu-
kogu liige ning osaleb mitmes rahvusvahelises töö-

grupis. Kõige tihedam koostöö oli möödunud aastal 
andmekaitsenõukoguga. 

Alates isikuandmete kaitse üldmääruse (üldmäärus) 
kehtima hakkamisest 25. mail 2018. a on andme-
kaitseasutuste vaheline piiriülene koostöö täielikult 
ümberorganiseeritud võrreldes ajaga, mil peamiseks 
koostöövormiks oli artikkel 29 töögrupi tegevuses 
osalemine. Lühidalt kirjeldades tõi üldmäärus kaasa 
one-stop-shop süsteemi ning järjepidevuse mehha-
nismi rakendamise. Esimene neist tähendab asjaolu, et 
sõltumata isiku (andmesubjekti) asukohast Euroopa 
Liidus võib ta esitada oma asukoha riigi andmekaitse-
asutusele kaebuse teises liiduriigis asuva andmetööt-
leja peale ning antud andmekaitseasutus menetleb või 
edastab juhtumi menetlemiseks teise riigi andmekait-
seasutusele. Selliseid menetlusi lahendatakse ja vahe-
tatakse siseturu infosüsteemis (IMI). IMi kaudu liikuva-
te menetluste hulk oli 2020. aastal 884.

Aga miks on vaja ülepiirilisi asju niimoodi 
menetleda ja mida tähendab järjepidevu-
se mehhanism?

Põhjus peitubki üldmääruse enda olemuses ehk siis tei-
sisõnu tänapäeva kaubandus ja tehnoloogia maailmas 
ei ole enam „klassikalisi“ riikide piire. Meil ei ole prob-
leem näiteks osta kaupu Hollandis asuvast e-poest või 
tarbida Itaalias asuva firma teenuseid. Seega on äär-
miselt oluline, et ühtsed andmekaitsereeglid ning isiku 
õiguste tase oleks tagatud kõigis neis riikides. Seda 
ühtsust ehk järjepidevust saabki tagada läbi andme-
kaitseasutuste koostöö, ühiste menetluste, ühtsete ju-
hendite jne. Järjepidevuse mehhanismiga seonduvate 
otsustega saab tutvuda Euroopa Andmekaitsenõuko-
gu veebilehel. Nende otsuste puhul on keskne roll Eu-
roopa Andmekaitsenõukogul, mille liikmeteks on kõik 
liiduriikide andmekaitseasutused, Euroopa Majandus-
piirkonna riikide andmekaitseaustused, Euroopa And-
mekaitse Inspektor ning samuti osaleb selle töös (küll 
ilma hääletusõiguseta) Euroopa Komisjon. Seega And-
mekaitse Inspektsiooni olulisim väliskoostöö suund on 
osalemine Euroopa Andmekaitsenõukogu töös. 

Andmekaitsenõukogust on saanud tänu teemade roh-
kusele ja mahukusele üpris mitmetasandiline organi-
satsioon. Ei ole mõeldav, et korra kuus toimuv üldple-
naar (kus osalevad asutuste peadirektorid) suudaks 
koostada ja analüüsida kõiki laual olevaid juhendeid, 
seisukohti, heakskiitmisi ja muid vajalikke otsuseid. 
Seepärast koosneb andmekaitsenõukogu ka alagrup-
pidest ja rakkerühmadest. Kokku on neid 15. Alagrupid 
ja rakkerühmad on eriaalaspetsiifilised, näiteks tehno-
loogia, sotsiaalmeedia, e-riik, koostöö toimimine jne. 
Andmekaiste Inspektsioon on üks väiksema töötajate 
arvuga andmekaitse asutusi Euroopas (nagu me ole-
me ka Eestis üks väiksemaid asutusi), seega oleme ka 
rahvusvahelise koostöö suunal sunnitud tegema va-
likuid, mis on meile prioriteetsed teemad, mille aren-
gutes me tahame rohkem panustada. Sellest lähtuvalt 
osaleme ka mõnedes andmekaitsenõukogu töörüh-
mades aktiivsemalt ning mõnedes oleme passiivsed 
liikmed.

Enim kõlapinda leidnud seisukohad ja juhendid, mis 
andmekaitsenõukogus 2020. aastal koostati ja heaks 
kiideti puudutasid andmete edastamist välisriiki.

Võib olla ongi paslik öelda, et 2020 oli andmete 
edastamiste aasta? Suvel ju võeti vastu kauaoodatud 
Schrems II Euroopa Kohtu otsus, mis mõjutas and-
mevahetust Ameerika Ühendriikidega, aga samuti oli 
katkematuks teemaks Brexit ja selle mõju andmeva-
hetusele Ühendkuningriikidega. Lähtudes Schrems II 
kohtuotsusest koostati kaks väga olulist juhendit and-
metöötlejatele: soovitused andmete edastusvahen-
dite täiendavate meetmete osas ja olulised tagatised 
jälgimismeetmete osas.

Kuid lisaks oli 2020. aasta koroonaviiruse leviku algu-
se aasta ja see nõudis mitmete selgituste ja juhendite 
andmist, kuidas andmetöötlus uutes olukordades toi-
mima peaks. Näiteks koostati juhendid asukoha and-
mete töötlemise lubatavuse osas ja terviseandmete 
kasutamist koroona-alaste teadusuuringute jaoks ning 
anti välja seisukoht andmete töötlemise osas koroona 
kontekstis.
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Uuendati ka varem välja antud juhendeid nõusoleku 
osas ja vastutava ning volitatud töötleja rollide osas. 
Samuti selgitati ka üldmääruste artiklite olemust, näi-
teks üldmääruse artikli 23 kohaldamist.

Samuti koostati juhendeid ka erialaspetsiifilisemates 
teemades, näiteks valmis juhend tehnikavaldkonnast 
ühendustega sõidukite osas, finantsvaldkonnas tei-
seste makseteenuste direktiivi ja üldmääruse osas; 
sotsiaalmeedia valdkonnas kasutajate sihistamise 
kohta.

Andmekaitsenõukogu tavapärane praktika juhendite 
koostamisel on ka nende suunamine avalikule konsul-
tatsioonile, andes sellega igale ühele võimaluse esita-
da oma arvamus juhendi või soovituse osas. 
Nii mitmedki eelpool mainitud juhendid on 
alles lõpetanud avaliku konsultatsiooni 
protseduuri ja ei ole käesoleval hetkel veel 
lõplikult heaks kiidetud.

Euroopa Andmekaitsenõukogus on 
esindatud:

Austria, Belgia, Bulgaaria, Eesti, His-
paania, Holland, Horvaatia, Itaalia, 
Iirimaa, Kreeka, Küpros, Leedu, Luk-
semburg, Läti, Malta, Poola, Portugal, 
Prantsusmaa, Rootsi, Rumeenia, Sak-
samaa, Slovakkia, Sloveenia, Soome, 
Taani, Tšehhi, Ungari, Norra, Island ja 
Liechtenstein. Lisaks kuulub nõuko-
gusse Euroopa Andmekaitseinspektor.

Konventsoon 108

Euroopa Andmekaitsenõukogu ei olnud siiski inspekt-
siooni ainuke väliskoostöö suund, samas arvestades 
2020.a erilisust ei saa näiteks rääkida suurtest rah-
vusvahelistest konverentsidest, mida loetakse üheks 
aasta tippsündmuseks. Sellegipoolest toimusid edu-
kalt näiteks Konventsioon 108 andmekaitse komitee 
online kokkusaamised. Inspektsioon sai anda sisendit 
nii mõnegi juhendi osas ja heaks kiideti mitmeid mär-
gilisi juhendeid, näiteks näotuvastuse, lasteandmete 
töötlemise ja hariduse osas, profileerimise, digitaalse 
identiteedi jms osas.
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TEGEVUSTEST NUMBRITES

Rikkumisteadete arv kasvas

Andmekaitse Inspektsioon sai 2020. aastal 138 rikku-
misteadet, mida oli aasta varasema ajaga võrreldes 
20% rohkem. Kõige enam sisaldasid teated infot ini-
meste tähelepanematusest, lohakusest, teadmatusest 
põhjustatud eksimustest, kuid teavitati ka tarkvaraviga-
dest põhjustatud rikkumistest ja kavatsetud pahataht-
likest tegevusest kliendiandmebaasidega ning paraku 
ka jätkuvalt õngitsuskirjadest ja lunavararünnetest.

Veerand kõikidest inspektsioonile tehtud rikkumistea-
detest olid seotud õngituskirjade või lunavaranõuete 
tagajärgedega. Õngituskirjade rünnetest anti kõige 
rohkem teada erasektorist. Lunavararünnetest teata-
sid nii avaliku kui erasektori andmetöötlejad. 138-st 
rikkumisest 54 ehk 39% puudutas avalikku sektorit.
Tarkvaravea või rikke tõttu sai inspektsioon möödu-
nud aastal rikkumisteateid ligikaudu paarikümnel kor-
ral. Näiteks registreeriti rikkumisena selline juhtum, 
kui inimesed said e-postidele teenuseosutaja otsuse, 
mis tegelikult oli kellelegi teisele mõeldud. Juhtus see 
aga selle tõttu, et automaatotsuse süsteemi tekkis info 
sisestamisega viga ja otsus saadeti seetõttu välja sa-
dadele e-posti aadressidele, mis olid valed. See viga 
avastati ise ja rikkumine lõpetati kiiresti ilma inspekt-
siooni sekkumiseta.

Tarkvaralised intsidendid avalduvad teinekord ka täies-
ti ettenägematute asjaolude kokkulangemisel. Näiteks 
koges kaubandusettevõte juhtumit, mille põhjustas 
kahe erineva inimese samaaegne lojaalsusprogram-
mi lepingute allkirjastamine ettevõtte e-teeninduses. 
Ettevõtte infosüsteem tõlgendas seda aga kui ühte 
toimingut ja salvestas ainult ühe inimese lepingu, kuid 
mõlema inimese kliendiprofiili. Selle tulemusel said 
ühe inimese andmed kättesaadavaks ta teisele isikule.
Tehnilisi probleeme tuli ette nii avalikus kui erasektoris. 
Samuti registreeris inspektsioon juhtumeid, kus põh-
juseks oli nõrk või aegunud turvalahendus. Näiteks oli 
võimalik kolleegi parooli teades pääseda infosüsteemi 
ilma, et jääks jälg maha reaalsest andmete vaatajast. 
Ühel juhul pääses pahalane ligi haridusasutuse in-
fosüsteemi, kuna rakendamata oli VPN ühendus.

„Kõige arvukamalt anti teada 
juhtumitest, mis oleks võinud 
ära jääda, kui töötaja oleks 
tähelepanelikum ja hoolikam.“

Selliseid intsidente oli üle poole kõikidest rikkumis-
teadetest. Kahetsusväärselt palju juhtus inimlikke vigu 
avalikus sektoris ja seda veebiteenuste või dokumen-
diregistritega, kus jäetakse tundlikku sisu sisaldav do-
kument avalikuks või kättesaadavaks inimestele, kelle-
le ei oleks tohtinud info olla kättesaadav.

Nii era- kui avalikus sektoris esines juhtumeid, kus te-
lefoni teel väljastati teavet vale isiku kohta. Põhjuseks 
mitte piisav helistaja isikusamasuse tõendamine.
Varasematest aastatest rohkematel kordadel teavi-
tati möödunud aastal kliendiandmebaasi vargustest. 
Kõiki juhtumeid ühendas seik, et kliendiandmebaasid 
kopeeriti infosüsteemist kaasa uue töökoha jaoks. Kas 
mindi teise tööandja juurde või alustati ise samalaadse 
teenuse osutamist.

Valdkonnapõhiselt juhtus kõige sagedamini intsidente 
tervishoius, sotsiaalvaldkonnas ning finantssektoris. 
Kindlasti ei anna see üldistus teada kõige probleem-
sematest andmetöötlejatest. Pigem kõneleb see vas-
tutustundlikust käitumisest ja suuremast teadlikkusest. 
Andmekaitselise rikkumise registreerimine ja teatud 
juhtudel inspektsiooni teavitamine on iga andmetööt-
leja kohus, kui tagajärjeks on tõenäoline oht inimese 
õigustele ja vabadustele. Info tuleb anda inspektsioo-
nile 72 tunni jooksul peale intsidendi toimumist. Suure 
ohu korral peab andmetöötleja teavitama ka puuduta-
tud inimesi.

„Inspektsioon algatas järele-
valvemenetluse registreeritud 
rikkumisteadete peale ligikaudu 
ühel kolmandikul juhtumitest, et 
selgitada välja asjaolud ning ära 
hoida samalaadseid intsidente 
tulevikus.“
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INFOLIINILE HELISTATI VÄHEM 
VÕRRELDES AASTA VARASEMA AJAGA

2020. aastal helistati inspektsiooni infoliini-
le kokku 1222 korda. Aasta tagasi oli 

helistamiste koguarv 1578.  Väiksem helistamiste arv 
võis olla põhjustatud sellest, et koroonaviiruse tulek 
mõjutas töö ümberkorraldust ning seetõttu ei saanud 
infoliin märtsis kogu aeg töötada ja infoliini töötamise 
aeg lühenes.

Nõuandetelefoni kõige enimkäsitletud teema oli val-
vekaamera kasutamine. Helistamiste koguarvust küsiti 
ligikaudu 250-l korral valvekaamera omaniku kohus-
tuste, inimese õiguste eiramise ja rikkuja karistamise 
kohta. Valvekaamera kasutamisest või väärkasutami-
sest tehti lisaks juttu teistes kõnedes, kus helistamise 
peamiseks põhjuseks oli muu andmekaitsega seotud 
probleem. Videovalve korraldajate vaatevinklist oli olu-
line teada saada, miks videovalvel on reeglid?

Teised kõned enimküsitud teemadel puudutasid and-
mete avalikustamist ning kümneid teisi andmekaitse 
rakendamisega seotud küsimusi.

Läbivad mured olid andmete avalikustamine interne-
tis ja seda nii meediaväljaannetes, sotsiaalmeedias kui 
veebikülgedel. Samuti oldi murelik e-posti sulgemise 
pärast peale töölt lahkumist.

„Uue teemana oli üleval küsimus, 
kuidas küsida iseenda kohta and-
meid.“

Nõu küsiti ka isikuandmete kaitse üldmääruse raken-
damise kohta vastavalt enda tegevusspetsiifikale. Kuid 
selgitusi paluti samuti, kuidas küsida inimeselt nõus-
olekut ja millised peavad olema andmekaitsetingimu-
sed. Huvi tunti ka selle vastu, mida kirjutada vastutava 
ja volitatud töötleja vahelistesse lepingutesse ja kuidas 
teha mõjuhinnangut või kuidas käib andmekaitsespet-
sialisti ametisse määramine.

Korteriühistutega seonduvad kõned puudutasid kaa-
merate kasutamist ühistu territooriumil. Võlaandmete 
teemal küsiti enim inkasso ja kohtutäiturite poolt võ-
laandmete avaldamise kohta, nt kas inkasso võib töö-
andjat teavitada võlgnevusest.

5620 2341 

Andmekaitse Inspektsiooni

nõuandeliin 
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THE NUMBER OF DATA PROTECTION SPECIALISTS IS 
GROWING

T he contact details of the appointed data 
protection officers have been published on the 

Company Registration Portal since 25 May 2018. By 
the end of the same year, 2,782 data protection 
specialists had been appointed. In 2019, 1,016 
specialists were appointed, and in 2020, 375.

As at 31 December 2020, 4,173 data protection 
specialists had been listed on the Company 
Registration Portal of the Estonian commercial 
register.

A legal person governed by public law, a constitutional institution, or an agency 
thereof

18 22 26

Local government agency 328 668 666

Authority of executive power or other national institution 99 121 118

Register of state agencies 445 811 810

Non-profit association 238 341 404

Foundation 90 107 114

Commercial association 3 7 7

Non-profit associations and foundations register 331 455 525

Public limited company 221 240 231

European company (Societas Europea) 4 4 4

Self-employed person 42 50 49

Private limited company 1,664 2,127 2,419

Commercial association 24 28 28

General partnership 4 5 6

Limited partnership 6 8 9

Branch of a foreign company 21 25 24

Commercial register 1,986 2,487 2,770

Apartment association

Register of apartment associations 20 45 68

Total 2,782 3,798 4,173

Legal order 2018 2019 2020
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Guidelines (excluding updates) 2 1 - 1

Opinions on draft legislation 34 42 8 29

Requests for explanation, memorandums, statements of claim, 
and requests for information

1,520 2,384 2,343 1,759

Calls to the hotline 1,527 2,556 1,578 1,222

Consulting (for companies, institutions) 148 200 79 60

Consulting (for companies, institutions) 17 23 15 11

Circulars (without initiating supervision) 4 8 2 2

Including recipients of circulars 26 162 110 1,108

Large-scale comparative monitoring 10 2 - 1

Including the number of persons monitored 129 85 - 77

Complaints, challenges, reports of misdemeanours (submitted) 
on the basis of the Personal Data Protection Act, the Public 
Information Act, and the Electronic Communications Act

462 462 609 701

Requests through IMI (EU information system through which data 
protection authorities exchange information and other requests)

- 479 1,048 884

Self-initiated supervision (initiated) 149 15 29 28

Including preventive data protection audits 1 1 0 0

On-site visits (supervision) 45 17 0 2

Recommendations and suggestions (supervision) 125 10 63 223

Precepts (usually preceded by a suggestion; usually includes a 
penalty payment warning)

64 46 14 37

Including registration (without prior suggestion) 35 - - -

Misdemeanour cases (closed) 9 23 14 12

Fines (misdemeanour penalty), penalty payment (supervision) 4 9 5 12

Requests for approval of databases (for establishment, 
introduction, change of data set, termination)

99 36 39 16

Applications for authorisation of research without the consent of 
the data subjects

54 61 30 32

Applications for permission to transfer personal data abroad 22 3 1 2

Requests for own data in Schengen, Europol, and other cross-
border databases

8 21 31 10

Permanent posts 19 19 19 19

Annual budget (thousand euros) 714 717 750 751

Awareness-raising

Supervisory work

Authorisation and special procedures

Number of employees and budget of the Inspectorate

2017 2018 2019 2020ACTIVITIES

STATISTICS OF THE YEAR



65

LOOKING AHEAD

L ast year, the Inspectorate conducted an 
anonymous survey of selected partners to 

obtain feedback on the work done so far. The 
Inspectorate also asked them what it should be like in 
2024. The following is a vision of their expectations 
for the Inspectorate. We will have to wait and see 
whether they were right.

The Data Protection Inspectorate is an 
institution that prevents, guides, advises, 
and drives discussion in society. The Data 
Protection Inspectorate is fast, efficient, 
and, if necessary, forceful.

The Data Protection Inspectorate is a 
partner and has cooperation networks (with 

data protection specialists, for example).

The Data Protection Inspectorate offers 
newsletters, trainings, and guidelines. 
Communication through digital 
solutions is easy, fast, and convenient.

The Data Protection Inspectorate 
is funded and staffed.

The name of the Data Protection 
Inspectorate is outdated and refers only to 
supervision and punishment, not to 
partnership and counselling.
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On the occasion of the International Day for 
Universal Access to Information, a conference was 
held on 29 September where the employees of the 
Inspectorate discussed topical issues in the field of 
public information. The conference began with 
Contra reading the first poem on public information 
law in Estonia.

A request for information came
the email was pretty mad,
issue the protocol,
that is what they pay you for.

More requests kept flooding in,
issue this, issue that,
asking for memos, directives,
had to find them to keep the peace.

Does it not make you mad?
Some people do this day after day.
I sip my coffee and think to myself,
‘Does anyone know how to act?’

The discussion got heated,
the growing workload caused tensions,
the boss also came for a coffee
and gave plenty of ‘help’.
They said, ‘Get right back to work!’
Read through the Public Information Act,
it is not that long at all.

So I went back to my desk
and saw an invitation to AKI’s Information 
Day
My first question was,
 ‘What should I do now!?’

…

Finally, they got around
to sending the documents.
I asked for an extra 100 pages,
‘Could you make me copies of them?’

I needed those files very much –
I had to know how a village building was built.
I did not want to annoy them,
I just needed the information.

When a friend heard about the request,
they said not to make a big deal of it.
Who needs all these papers?
But what does he know?

His construction company is going bankrupt.
I know what is right
and I am on the right path.

- S. Heiberg




